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Since the late 1990s, phishing attacks has become a big problem in the online
environment. These tricky attacks often pretend to be emails from trusted sources,
such as banks or big companies. They try to fool people into clicking on bad links
or opening harmful attachments, which can give hackers access to important
information such as passwords or financial data. To tackle this issue and find
measures to prevent and manage cyber security threats, we chose to perform a risk
assessment and develop cybersecurity training program using one particular private
company as a case study. The goal is to reduce the risk of victims falling for phishing
attacks. The ultimate outcome is to help the company prepared for sneaky cyber-
attacks, and be able to manage cyber security threats in organization or online
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duasunissuinaluiues nufannsldlusunsumeuiiumes weundinduilefio nsesvuuns
Bounsasuseulatiiieaivanudlaferfuauaendemaluivesuasmadeildluns

Jasiunslauf

2.2 uideiineates

Al-Qahtani g Cresci (2022) ldfnwuagdliftuinnisssuinveslaia-19 dwalian
nslaufidrefindenniu fivdefe naisuasnamsesulatiftonlusdoyadius iwu Tns
\nsAnvdesian1u fleandwindsdmanieteninuvasy Tnsueusradumienuindede
WU swIATTovae9uss unauauginisdeaduilvds Wy nsseiaseTdwaiide
uazdaiiindn agude Tadn-19 ilviisdadutu flinumanseminuazdostuiiosiaonis
Tidunesilnegrslaondy

foanauannsTaiuuufisdafstuuuumanesuiiode daflnnuszunadufivm
iesandedrdnveseunsaiuazngiinssunisldauvesdfld mslauduuuiiadeditimuneiiio
luedoyaddylasvasuiilumhonuiidediold BBnmsnsafunuudaiu wu masue
nedeliiliueunnuazedorlisuoyan maBeudvearies uaznwitiinnumdnends
wiltediin fle Joyaidnale Srnuyadeyaiidia dwaliliaunsanmatudsanauliuas

AUNUNEY LNDLEYULANUNNEINATT Zakarya wavamy (2020) Ynauenagnssoniuy

1
a l

flddlvaifitiumansadudaiisdeiiiluguiidenduiiliauysal Finmaunauisuded
yosisnsnedenlilldsusunniumaialmiaedds Aensasaduntiivaznslidoya
Uanu nsruaunmsdulszneudeautuney Wlessysvanaufiedd nan1mmaaes
wandlifiuiniimstivsyaninmmioninatesdorafuivdduluioman

Chen uagany (2020) UiausIsn 1503293 uIUleATsflnensInszianuazenm
Tnodamnemyiivladmusziunnuadeadstuivlediigndes uazmsiasziueviedian
(wHash) $aufunsiinszidalaunsud ieUssidunuadiendaiu dmiuduledadietu

NRAUAITINANA Scale-Invariant Feature Transform (SIFT) Iagtdunantun1snsiadu



dulwdiledefindiefuunn wazadnediuneanns nanismaasuandliiiuinisnis wHash
sufumesgisalaunsuaiivszavinmniioniinisusyiduiusiunissus (pHash) lu
fuasniuglaglanzeg198 s ala SIFT UsTaALULNIULY 97.93%, 98.61%, Lay
99.95% dmsusiuledflvdeidsunuy Microsoft, Dropbox kag Bank of America Anuandiu

Huynh uagau (2017) WW@nwuaziauswnmdmilunsyssiummdedidldazandy
wipvosnslaufuuuleded sinsannistineusunuuiiufiondeauasasla unaud
thaueisnmeaeulnedsduadasufiguiieutiuasufinnsmeunduvesld 35nsid
YnUsEasA LA aUsTId ung A nssuver 1995 war Taused ns amweslusunsunisd nw
matsziudeyaasaumavetesdng unanuiitudemdiduasnszuaumslunsadauay
nsldgunsaissfiufiavd nednauedoyadedndusuesdnsiidesnaaiuagisany
wdanssmulavesiunisiinnusundly

Hota uazAaE (2018) thiausdsmsiilumsnsiaduduaiivdalaslflumansiBouives
LﬂéaﬂLLUUNau %ﬂimLWﬂﬁﬂﬂﬂiLﬁaﬂﬂmﬁﬂwmxﬁgﬂaULLaszuﬁ Remove-Replace Feature
Selection Technique (RRFST) Ingaiia RRFST vinaulpgnisienaaaudfivuuduiazazay
ponvnnsaulaifimaAsuuamieusulssmnuusiugivediumg Sardunuansiduazgn
Ul uenanddsldimunimsuundssavlasdndaneifusulimdinaulageauy fe
C4.5 waz CART Fanauansliifiuinanuisnanyanudnuaslioiafiussans nmlnedns
SnwALLAUEge

Brij wazAe (2021) WFnwnAeafunsinnstutlymnisuasuudas URL Tunislayd
nuuiladefisansilogogaiiies Insiausluinanisisousidsdnuuunauiisaiesenie
Uszamiiisuiuunouligduila (CNN) LaglA3e1g Long Short-Term Memory (LSTM) A

Jodninvessedenlilasuoyginuuuasiuwazauinmeanglunisnsiadu URL Mlu

¥
av A o o [

Sunsreidudou meAdeildradnenmuesinisitnuiuiusening CNN dmdumsSeus
Anudnwaiziay LSTM dwsumadnlarudiiusuunludoninu URL lumanauiildsunis
VAFDUUUYATRYAATIIARYA LAk UCL spoofing Website waz PhishTank lagldmau
usiughi 98.9% uay 96.8% muddy elanidunitszansamuedlung CNN wag LSTM
fiviauden q wadwsivandatuayumslinuiBnimaunaiuseying ONN wag LSTM Lite

{ [

regriunisUasuuas URL wagiasuasiannsnisanuduaslasndenislauesnanislaus
wUUAYe (Phishing)
Aldawood uaz Skinner (2019) la@nwuazyinliiiuii uwlazdnisamuiiuaulasnsie

malwiuesiiudy wintdnanuraisaudivinanuilunistesiuduesainnaguienidiay
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Hijji wag Alam (2022) lé@nwnAgafunseunsadanuaseninuagnsinousLAY
ANUasafealeiuas (Cybersecurity Awareness Training: CAT) dwsundnaufivie
mslna unanuinanisanudidyrenisadsaumseninuaznisfinousudiuaiy
Uaoad onaloluasdmsusIAnImiig & SewInansuns ssunvedlain-19 wavdsliseazidun
AefunsiaiuasUssdiunseudnu CAT %aﬂsamqmmmﬁﬁi’m oA Jeygyruszfeg n1sim
ANUFITIUSUA wagszRuAUENTe Nan1sAnwuansliiiuiinsausu CAT duszdvsnm
TunsuFuusnmsasisnnunseninuagnsineusuaunuUasndenidlsiuesveamingu

Rendall wagany (2020) tausnsaunisaTvdunaeduiiviinissmunussnvsolaum
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frasdelnglignauautinivainvats nmsduunussanidiuisiasintunnaiutiula
voamsvszdudesiusgmninnasififauassuuiall {dsuldinausuasnnaeussuuns
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ToufuuuRBefimdsdon nadwsuandifiuissdnsnmessruuiifisusinfulsgdudy
intudagdu

Al-Ahmadi uagany (2022) iauslinanmsnsaduiiadsiiandt PDGAN Fetuat iy
Uniform Resource Locator (URL) weaiulsslngldipsating Long Short-Term Memory (LSTM) 18y
319 URL Adaiienuazltiaievie Convolutional Neural Network (CNN) usasingdwin
URL dudufledmielsl Tneldyndonais URL ifouaesdusienisain PhishTank uag
DomCop HWan1sNAaBeansliiiiuin PDGAN daruuduglunisnsiadulaie 97.58%
uazAaLIugn 98.02% Tnglifesfianinsnnyanaiiasuasiipnauwsiugiunnninluiaa
G

Sadiq wag Ansz (2021) leAnwdanuirmiinlugaainnssy 4.0 e1vginssulawesiu
weUndiadugshailidumedidaridanfintuesanai esudiofunisTauiveand finsu
A3 psilonaznaiinmiig o WU Wuds, Tauas, SQL Injection, Ransomware, Cross-Site

Scripting (XSS), Denial of Service (DoS), Msudniadu (Session Hijacking) waznslideya
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3.1 25AHUNN5IY

Tun15ALTIUN15IT TURDUNITBBNLUU LAEITNNT Usenaumesigasidennanalull

AININA 3-1

Loa
MINATDUANIN 1

. wa . ppnuUUBaUaaN aniiummasou lag -
P vimisdaudezarinm ) UTINTDYALAY
ueau W a“::ﬂu 1> ua:QR Codelugy > msdsdiadasuuaz —> Tf.‘l::‘uﬁnya::
UWUUANY) QR Code IR

v

WnauagUsznaUNS
[EESCRIEN

PDNULUNANFATNNT

> Busuwinu
tnausy

Lo
MIMATDUANT 2

Y

apnuuuBwalaay anfiumsnasoy lag . .
uazQR Codelugll > msasdualanuuas —> 7%’::’7']‘:;;!:::"
uuENY QR Code By

A

. .
u’uaum_!ﬂ_sunau_!ms Sugn
uaz lAuwsin

tsl aa o a a o
ANV 3-1 1/ATANLUUNITIRY

3.1.1 msuszanunuduuismdiane : duusn fo n1siadeuazlsraunuiuuien
Whmnefiovesyaalunisvinismeaeuiivds dsddudosldiuanuduenazanudile
Renduinguszasdvesmsmaaoy

3.1.2 msnuswdeyadowiu : sundeyaiersuuismidinne Sesuienedo
wiinaw, flegBua, wwun wa+ iieldlumsesnuuudmaaesuazidennguitwmnedivnza
dwiunmsvageuy

313 Beneestiofivngan : lundliveaoulneiseiidenduunasmadimes CanlPhish
Xanmil 3-2 103910 CanlPhish Wuuwanslesuiignasianiiedasanislaufuuuileds 3

Avaanatasu Tawn
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Platform  Free Tools v Pricing Partners Resources v X CanlPhish Platform

Simulate Phishing Threats &
Train Your Employees

CanlPhish use real-world techniques to deliver a truly
realistic employee training experience. Sign-up for free
and fundamentally transform your training program.

&+ Create Your Free Account Watch Demo >

A Wil 3-2 CanlPhish
i : https://caniphish.com/

3.1.3.1 fianuaiieudss: inseslelinsesnuuusuuuudwaliiianuaunase 3wl
mwmaaugmﬁauﬁq HININNA 3-2

HSBC-Account-Locked (Link) Easy/Global AFP-Subpoena (Attachment)

Hard/Australia
m The Australian Federal Police is a progressive and mult
faceted law enforcement organisation taking a strong

lead in the fight against 21st century crime
AUSTRALIAN FEDERAL POLICE

Q You've received a subpoena

You are invited to the law court by the judge because you have been
charged in a criminal case

Case: #256101

Email Address Email Address

Update Duplicate Delete Update Duplicate Delete
COVID19-Work-Survey (Attachment) Moderate/Global Ebay-Item-Purchase (Link) Easy/Global
Cllck Rnte 259’ DEe snarea witn ail emplioyees once nnaiizea Cllck Rate: 16%
attached word document to complete this

M - Order confirmed eBay will update you when your order ships.
PAID $359.99 with Paypal

The pyrpose of the survey is to hear your thoughts about :(osuc;:::tu:;pw;a""—s code DTFJ51WI to track this order. $36.00 shipping
returning to work, and to understand what concerns you

might have so we can appropriately address them

survey so we can move forward with your ideas in mind

Thank you in advance for your participation. It's important that
you have a voice and we hear your concerns in preparation for
returning to our facility. Vizio M3221-B1 32-inch class 1

LED HDTV with Built-in Wi-Fi
Best regards,

Emall Address | First Name (it

Update Duplicate Delete Update

Estimated delivery. Mon.

Duplicate Delete

AWl 3-2 CanlPhish (5i0)
i : https://caniphish.com/User/EmailPhishing
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3.1.3.2 HINTURNDUSULALAS19NISATLNAUN : NISHNDUTULALNITAS19AY

Usganinsasullesenagnsiisunuategnasnnanvedlaudla danini 3-3

Training Module Search: _Enter training name

Ransomware Est. 7 minutes Phishing Est. 7 minutes
Skill Level: Beginner Skill Level: Beginner [ J
Qe .
. \\
o A\
[ ]

Update Duplicate Delete Update Duplicate Delete
HIPAA Est. 6 minutes Secure-Internet-Browsing Est. 6 minutes
, i Level:intermediate |
— A
® 6 Secure Internet
.
e Browsing
O Sy
vy |

Update Duplicate Delete Update Duplicate Delete

P ] = o o
AINN 3-3 Wﬂﬂ%uﬂ’l‘iﬂﬂa‘uwLLaSa’i’Nm’mmgMuﬂ

i ; https://caniphish.com/User/TrainingModules

nsentnegeneiiendudsdAglunisdesiunislavdwuuiiaBunsiznisdrasananiidu

3.1.3.3 WINTUNITUTLIUAMULELS : Manannasuin1suseiumnudedvas

winaudiwwililinzgnasntadie danwi 3-4

Employee Phish Risk (Top 5) View More
EMPLOYEE EMAIL FULL NAME RISK SCORE @

77/100 - High Risk
77/100 - High Risk
55/100 - Medium Risk
——

55/100 - Medium Risk
——

55/100 - Medium Risk

How is an employee's phish risk score calculated?

2N 3-4 LASEIaN ITNSUSEIUAINULEE S

i : https://caniphish.com/User
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3.1.3.4 Tlugauleurguazn1sufUany : unannesuinsandunumuinsgiy

N3SnwIANNURDATELAL TaYadINYARRRININT 3-5

Security & Compliance

CanlPhish has the responsibility of storing confidential information about employees such as phishing
interactions and training statistics. We take great care to ensure that we have fit-for-purpose controls.

Compliance

Verification of our compliance against global achieving certificati ions or audit reports.

@ SOC 3 Report 7 @ SOC 2 Type 2 Report

{GDFR} GDPR Compliance

Legal Documents Security Policies
« Mutual Non-Disclosure Agreement (NDA) « Information Security Policy
« Terms & Conditions « Data Classification, Handling and Retention Policy
« Privacy Policy « Acceptable Use Policies
« Subscription & Service level Agreement « Access Control Policy
« Data Processing Agreement « Incident Response Plans
View More

A 3-5 Lasesllenliiiiuleunguarnsufuiniy

fisn : https://caniphish.com/security

3.1.3.5 Buauasuuaz QR Code: aﬁuaqumﬁa%ﬁaﬁLuaﬂaawmagmwuﬁﬁ
Snvaziwuiieriudiuailodeass uazQR Code MavAnuinaidosnisland fdagud 3-6
LﬁawaaﬂdaiﬁwﬁﬂawuﬂﬁﬂﬁqﬁﬁaﬁﬁLﬁumié’wmm%aﬂa@m 9 laguusladinnuwainaney
wiu @ndusylovdlndvesuien nmsvedidalngd nsdsludlnenu niensiiulualmidnsm

Wusu fanInd 3-7
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A2H 3-6 N15AA QR Code MTNUSEN

HSBC-Account-Locked (Link) Easy/Global

Email Address

Update Duplicate Delete

COVID19-Work-Survey (Attachment) Moderate/Global

e snarea witn ail employees once Tinalizea.
attached word document to complete this

survey so we can move forward with your ideas in mind.
The purpose of the survey is to hear your thoughts about
returning to work, and to understand what concerns you
might have so we can appropriately address them.
Thank you in advance for your participation. It's important that
you have a voice and we hear your concerns in preparation for
returning to our facility.
Best regards,

Email Address | First Name (i

Update Duplicate Delete

AFP-Subpoena (Attachment) Hard/Australia
The Australian Federal Police Is a progressive and multi-
faceted law enforcement organisation taking a strong
lead in the fight against 21st century criime.

AUSTRALIAN FEDERAL POLICE

You've received a subpoena

You are invited to the law court by the judge because you have been
charged in a criminal case.

Case: #256101

Email Address

Update Duplicate Delete

Ebay-Item-Purchase (Link) Easy/Global

Click Rate: 16%
A TN - Order confirmed eBay will update you when your order ships
PAID : $359.99 with Paypal

You can use the access code DTFJS1WI to track this order. $36.00 shipping
discount applied.

Vizio M3221-B1 32-inch class 1080p 120Hz Smart
LED HDTV with Built-in Wi-Fi

Estimated delivery. Mon.
. 4

il - item g 1313260
Email Address - First Nai

me

Update Duplicate Delete

awi 3-7 gUuuuBaUaey

i : https://caniphish.com/User/EmailPhishing

14
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3.1.3.6 \denhdensaisesndanuiraulanaziesnsiidsuduanavaues

AN 3-8

HR uz¥ “Organization Chart” AuAm

HR ( HR@office-365-notifications[Jcom )
to john[Jdoe@mybusiness[.Jcom

HR unslWaiuao

=1) Sonflarldlddunnauluasdnsuaonnl

ﬁ% Organization Chart

B® Microsoft OneDrive

Microsoft wanswlus windan Tabsadu drfluae =
Tlassarvnafilaird, Jululasuarviod, sauaus, WA S8052

P = v v Ao |
AINN 3-8 ﬂ’]iLaaﬂM’JGUEWlﬂJﬂ’mJu'lauIﬁ]

3.1.3.7 29nkUUHLNU9Rlalngldn11NdS19AUR I ULAZHSTIUAINUNT DL

TiunsnsEyeuALUZLN AININA 3-9

anduszTow Insisnsnnng 1u!

danuduafivsusa inmuinuSinseaslddindndus: Tom Tniie
avvayugsnmuazanmdusgnadudmiuminaunnyinu

> o v - -~ ﬁ - -~ ¢m -~ -
andIaEfgayaiudnngnuinsds Tamituarisnsaamaisu
J -~ -~ .
1an fsndnsus: Towd Insi

- -~ v v - -~ ﬁ -~ - -~ .
INANNATOTHNITIDADINITIDYALNNLIANL a‘mu'[thunmu NINIRARBNA
- ¢ - - - e
HR 98415 Buya HR “Tﬂﬂﬂﬂﬁtﬂﬂﬂ’wﬂlﬂ'\“ﬂi"\\l HR 984151!

adnduszTami

A 4:’{1 d'd o a a s
27 3-9 nseentuUllenTnTULEaue U leUl
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3138 @enjuuuuduwanildnuawuieniudwaivdenss wu nsvaeuludiua

Ly [

PNUIINNIIN Teandayduanaiindene funni 3-10

DIRA] upunsieu lvinn

Project Management ( PM@office-365-notifications[.]com )
to john[.]Jdoe@mybusiness[.Jcom

AN 3-10 N15eaNLUULLEN AT a W TuN 1S UNLNEITUANN TN

3.1.3.9 ladanvsedunwenlesludaivlsdvasunientiividesnistigsuiua
Wl danwil 3-11

Template Correlation ©@

Payload Type: Phishing Website (Credential Compromise)
Phishing Website Office365-Login
Sender Profile PRO MGT

Ml 3-11 nsasietuenleslunthivledvaoy

Link *

Link Info Target

Display Text

requirements.docx

Link Type
URL v
Protocol URL
<other> WV {{.PhishWebsite}}

]

Muil 3-11 nsasiedudenleslunthivledlasy (o)
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3.1.3.10 aswasulivilainguuuuiasilamvesduwalasundeieliuasmilou

I39n9gn negeun1sdsdialasulaedsludsdinemsasunaaouiiogindwaiidnuue

Y Y

wuwetudaivTeasavsely den1nd 3-12

PM@office-365-notifications.com Fri, Mar 8, 3:18 PM (3 days ago) —
tome »

ﬁ] Translate to English X

o PM Team create team group

354-1536
U5 l99anvuaasszuu Tny
Usuanilegvn:

g5uTou: NAME TAROM}
ganin: PM Team
wdasaaszu Imi isiiae

@ NAME TAROM TUsans2980u518n1590n MUANIMNALazA iU SANIUADUAT:

requirements.docx
HNANAALAY

A ATLASSIAN

AN 3-12 NISNAABUNNTAIDLLA

3.1.4 msdedluatasy : sudumsddwavasuludminnudmnedldszylian
dogafisrusiuan

3.1.5 NISTIUTIHATAATIBINGSNT : TIUTINTOYAINNITNAGOU UATIATIWINATNG
iegiriimsnevaussedlsrediuaiivds

3.1.6 N3PONLUUNANGASNSHNOUTH : IINWAAWSTILY saALUUNdngmINIsHneUsY
sunasadeluueiiaseunquiitodAty wWu audifetudvananiinds

3.1.7 naguieiiliviasnads, Fodunauazdesiunuiesaindennaiu fanini 3-13



fHuoms :
suil

12a);
45-60 Wi

uuaNIv
duAnuiupvUasasgansaulnARIHUI:E

Hadausseng
* Cyber-attack. You are the target!!
* Social engineering

* Others interesting topics

¢ @ Ransom

C—
+ Bl

Ransomware ﬁ'amsﬁ’v;
ANAULNEVTDYaIUCDUDY
wWhHe 9nuuiMsWsHa
ua=sSgnsovAlawauannu
dayanshAtyuu TasbinAdA
msynsslsnHa1gsULUU No
Ransomware Juniiotusio
AnAWNDdaIdgvuazinis
LWEUWSDEUIN Tagaulsn
qQanamshudiaonnnsw
dwua

489% | Unreported

Attacks Unreported

AN 3-13 deghavdngasilieusy (se)
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3.1.8 nsvnsvageut : udsnnstineusy shnmsmedevesunaduieatulagly
FEnsndneadstuifiowisuiisunadnsieunasvdenistinevsy ndusiunadoyauay
Anseinadndanasy Weviauouumasuz i uiUssneunmslunmstanasns
Jestuuasudlalymidvanauiivds Tuashns

3.1.9 sgnuNanIsnagdeukazAwuziliiudusenaunis : ndsanimsmeasuluy
wiazasiasihnmenunawiazeduliiussnounuasidiorsaiulnsinsasdinisuusi
fumeuszneunisTiiuiseudfylunisairsanunsewiniAefuaulasadeluives

LNHLEL



uni 4

NANI578

nuiTeildAnvuariinneianunsminiludomesenutunsaonSeduasaume
Tunguynannsvesuismledt tneldfidunssassanunsnimslasfidediuafideimun
$1uau 2 A%t waglddanstinevsaluiteiisatumstlestufoanaumislaues 1 afs ngy
fegdlunsdnmiUsznaudeninnuinam 46 eurnuisvlefuimils lnewiunisouas
Wisuiflsunadnsnouuagndanisidiiunistineusiiionsiadeunisildsuutadlungingsu

'
v aa v

Wowdgyiudwaniidnvasdudeanaiy
wenantnuideduiunsfnmanuaseniniuazanudilainelduuinsnisdesiuy
wagIsnisnevauasiafeanaunlgiuesvesnmuieingUssasdnan 2 Usens fe

[y

1. aanyiuasiasuasanuasentnifeiuanuduaslasadeduansaumnaliiy

wiinuuTEnlefiuvianils 2. UssiliuuagiinssissduanunsentnikazUssdnsninves

winalunmstesiulaznevauewioioanaumslgues madnsannisailiveu didail
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HR w4 “Organization Chart” fugqa

HR ( HR@office-365-notifications[.Jcom )
U to john[.Jdoe@mybusiness[.Jcom

HR was'Wafuna

Aortlasldldfunnauluasdnsuasna

AN
W Organization Chart

B® Microsoft OneDrive

5 PRI

Havagleazun

Microsoft taswiuaamuilususuasqa mndasmsdouiiua Tusaau griiuas Andsuyana uaos
At Fula i, \sanausi, WA 98052

M 4-2 sUnuUBaivlswuuzasiulEun Office of Managing Director

AN 1

Quarantined Email End User Digest: 7 New Messages

Support | support@office-365-notifications[.Jcom )
U to target@nvk[]Jco[Jth

RECEIVED EMAILS IN QUARANTINE

This is a notification to inform you that emails addressed to you have been placed in quarantine.

Emails quarantined: 7

Status: Pending Analysis

Please review your quarantine mailbox by following the below steps:
1. Sign into your quarantine mailbox

2. Click "Release"” if the email is legitimate or "Block" if you suspect the email is spam or phishing

Emails in your quarantine mailbox will be permanently deleted within 7 days if action is not taken.

Best Regards,
Support NVK

AW 4-3 JULUUBaTY U asiuLEUN Back Office SN 1
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Quarantined Email End User Digest: 7 New Messages

Office365 Support ( support@office-365-notifications[.Jcom )
U to john[Jdoe@mybusiness[.Jcom

RECEIVED EMAILS IN QUARANTINE

This is a notification to inform you that emails addressed to you have been placed in quarantine.

Emails quarantined: 7

Status: Pending Analysis

Please review your quarantine mailbox by following the below steps:
1. Sign into your quarantine mailbox

2. Click "Release" if the email is legitimate or "Block" if you suspect the email is spam or phishing

Emails in your quarantine mailbox will be permanently deleted within 7 days if action is not taken.

Best Regards,
Support NVK

AW 4-4 sULUUBIaTIY MU URIEAsTuLKUN Technical Support ASAN 1

Channel Sales u#3 “Product Pricelist update Q1" fiufa

Channel Sales ( sales@office-365-notifications[.Jcom )
U to john[.Jdoe@mybusiness[.]Jcom

Channel Sales uaslWafuaal

Sortastafadunnauluasdnsuasnm

N
% Product Pricelist update Q1

B® Microsoft OneDrive

4 £

Haoaglaiun

Microsoft tenswiuaudlududhuasna windasmsdaugiiny Tusaau iuas Andduyaaa vaos
At afu, Su'ly \sauausi, WA 98052

A 4-5 FULUUBaTY U URIEasiuLEUN Channel Sales AT 1
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Project Sales u#s “Project list FY24” Auam

Project Sales ( projectsales@office-365-notifications[.Jcom )
U to napat@abccompany[.Jcom

Project Sales was'iWafuaat

foritlastalafunnauluasensuasna

N
)E Project list FY24

B Microsoft OneDrive

Havarlarunmsuiadaudianautadertifluafousn

Microsoft tnswluanuiluguduasqar minsasn Talseau gndluag AN

kY ifu, uly Iviva, isauaud, WA 98052

AN 4-6 FULUUBIATYTMU U STULEUN Project Sales AT 1

DIRA] spuwanseu linn

Project Management ( PM@office-365-notifications[.Jcom )
U to john[.Jdoe@mybusiness[.Jcom

e PM Team create team group

F5:-1536
U5u lddanmuagasszuy v

Uszanilw: 9
g3uTou: John Doe}
gadotn: PM Team

v TR -
indadiuylmiligiga

@ John Doe TusamsieaBUTIBMTHRA Anfiune

requirements.docx
WnAHAAIY

dannuiignaa Tns Atlassian JIRA (v7.2.4 #8322 - sha 1:234 2e09d) A ATLASSIAN

AW 4-7 SULUUBIATY MU ANUTIN Project Management ASail 1

24



PIRA] spunansau liam

Project Management ( PM@office-365-notifications[Jcom )
WV tojohn[]doe@mybusiness[Jcom

e PM Team create team group for NVK48, NVK Ai

35:-1536

Usu lddanmuazasszun Ini
Uszanilygm: e

wauTou: John Doe}

gdasn: PM Team

v 5 v o
inapansszuy lmi idiign

@ John Doe Tusans1ndaus AN & nfiun e

requirements.docx
WaAHAALIY

Faanariignaa Tan Atlassian JIRA (v7.2.4 #8322 - sha 1:234 ae09d) A ATLASSIAN

AWA 4-8 sULUUBIIATIYTILUURERITUTIL NVKAS UagNVK Al aan 1

o g
SCAN QR CODE

AW 4-9 SULUUQR Code A3l 1
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4.1.4.4 Channel Sales, Project Sales, Project Management, NVK48 LLagNVK Al
\Wunmsmageumsnasnanslnensveoyawifdlild fanmil 4-15, 4-16, 4-17, 4-18 uazd-19
Suiadsnanaznasnaliednluiliivleduasnuazuardiuafinangnidngu
35 afs Insfimsndnidulednaonas 4 ass nsendeyaruivledinasds 2 au uaznson

v 1

Uayak1u QR Code Minsuasnailaenis@ialiameideu 0 Ay Fsasuladn dndnau

(%
Y

e 2 aunidamedeyaiunisnaaeu lnelsgasiBunnm1sned 4-2 uaza i 4-20

Your organization requires Multi-Factor Authentication

Office365 Support ( support@office-365-notifications[.Jcom )
to target@nvk[.Jco[]Jth

] Office 365

Keep your account secure

Your organization requires Multi-Factor Authentication. Your account has
been temporarily blocked.

target@nvk.co.th Office 365
Action Required

I

Multi-Factor OTP Auth

Required

Scan the QR code to get started
Use your phone camera app to scan the QR code. This will start the
process of verifying your account with Microsoft.

EiT% 5
_#“"'M

AWh 4-11 sUluuBailvds asadn 2
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Support Team wants to access 'Company Profile Pictures'

Support ( support@office-365-notifications|.Jcom )
U to john[Jdoe@mybusiness[Jcom

I'd like access, please.

Accept or Decline this request

resource: hitps/nvk. i rofilePicturesweb=1

Requested by: Support Team (support@nvk.co.th)

AN 4-12 JULUUBATIYT Uz UMKNUN Office of Managing Director

ATIN 2

Urgent: Violation of Company Device Policy

Support ( support@office-365-notifications|Jcom |
U to john[.Jdoe@mybusiness[.Jcom

Dear John Doe,

Thope this message finds you well.

This email is to bring to your attention an issue of concern. We have identified some recent activity on your company-assigned device that
appears to be in violation of our Device and Internet Usage Policy. Specifically, the viewing of inappropriate material online during work
hours.

View Recorded Evidence.

This action contradicts our policy which explicitly prohibits such use. Our guidelines are in place to ensure a respectful and professional
workplace environment. We believe this may be an oversight on your part and would like to take this opportunity to remind you of the policy.

Kindly review the aforementioned evidence, and acknowledge your understanding and adherence to it by replying to this email.

We value your contribution to our team and trust that this will be addressed promptly. Please feel free to reach out if you have any questions or
concerns.

Best regards,

The Contoso Corp HR Team

"Empowering People, Driving Success"

@ Attachment (1)

HR2.docx

AN 4-13 JULUUBATRBUUIE R ULNUN Back Office AT 2



Quarantined Email End User Digest: 7 New Messages

Office365 Support ( support@office-365-notifications(.Jcom )
U to target@nvk[Jco[Jth

RECEIVED EMAILS IN QUARANTINE

This is a notification to inform you that emails addressed to you have been placed in quarantine.

Emails quarantined: 7

Status: Pending Analysis

Please review your quarantine mailbox by following the below steps:
1. Sign into your quarantine mailbox

2. Click "Release” if the email is legitimate or "Block" if you suspect the email is spam or phishing

Emails in your quarantine mailbox will be permanently deleted within 7 days if action is not taken.

Best Regards,
Support NVK

AT 4-14 JULUUBATIYTUUURNZAIULNUN Technical Support AT 2

Support Team wants to access 'TOR'

Support ( support@office-365-notifications[.Jcom )

U to target@nvk[]co[Jth

I'd like access, please.

Accept or Decline this request

resource: hitps:/nvk i ites/TOR

by: Support Team co.th)

AN 4-15 JULUUBATIYTUUURNZAIULKNUN Channel Sales AT 2
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Support Team wants to access 'TOR'

Support ( support@office-365-notifications[.Jcom )
to target@nvk[Jco[]th

I'd like access, please.

Accept or Decline this request

resource: https://nvk. i TOR

by: Support Team co.th)

AT 4-16  FULUUBLATIYBUUUIZIULNUN Project Sales AT 2

Support Team wants to access 'Company Profile Pictures'

Support ( support@office-365-notifications[.Jcom )
to john[Jdoe@mybusiness[Jcom

I'd like access, please.

Accept or Decline this request

Requested by: Support Team (support@nvk.co.th)

AT 4-17  JUBUUBLATIRTUUURNZRATUTM Project Management 37 2
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Support Team wants to access 'Company Profile Pictures'

Support ( 365-notifications{Jcom )
to john[]doe@mybusiness[.Jcom

I'd like access, please.

Accept or Decline this request

Requested resource: hitps:/nvk.sharepoint.com/sites/CompanyProfilePicturesweb=1

Requested by: Support Team (support@nvk.co.th)

AN 4-18 JUWUUBLATIVTUUUANZRTUTIN NVKAS UagNVK Al AS97l 2

AW 4-19 FULUUQR Code A3 2
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Security & Compliance

CanlPhish has the responsibility of storing confidential information about employees such as phishing
interactions and training statistics. We take great care to ensure that we have fit-for-purpose controls.

Compliance

Verification of our compliance against global achieving certi or audit reports.

@ SOC 3 Report < @ SOC 2 Type 2 Report

R:- GDPR Compliance

Legal Documents Security Policies
« Mutual Non-Disclosure Agreement (NDA) « Information Security Policy
« Terms & Conditions « Data Classification, Handling and Retention Policy
* Privacy Policy « Acceptable Use Policies
* Subscription & Service level Agreement « Access Control Policy
« Data Processing Agreement « Incident Response Plans

View More

AR 5-1 M3fuseansuiimuvesiiuinis

111 : https://caniphish.com/security
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Hodoussene
Cyber-attack. You are the target!!
Phishing
Social engineering
Working Remote
Mobile Security
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fUNANS NSUg

Napat Tarom

Cybersecurity and Privacy Consultant

E-mail: aud.napat@Hotmail.com
Mobile. 080-4959965

INSTRUCTOR

AGENDA

0 Cyber-attack. You are the target!!

e Phishing

e Mobile Security

The Evolution

Mechanical Mass IT Cyber-physical
manufacturing production automation system use

2 = L

Steam-powered Electric-powered machines IT enabled the use of Technologies like ML/AI
machines replaced aided the production of geographically disparate enabled automated
human labor goods in massive systems, reducing information sharing and
quatities production cost even decision making




CYBER ATTACK
YOU ARE TARGET

THE PROBLEM?

misloudnmotsuasidumsiaruduldikuie
uooRloudMLIBIWLDS  BuoortAdayadhAty
vovAugALIIdoua:gaAUITUIEIUNIVATL
HU:aU GuduAdSSNLIAILUADOABYDVS:UU
ADUWOILODSUA:UDYaUDVATUDEIVLASVASQ
laua  ua:liAdsiWBrunuANUIEsIosTUTMS
UdvAudenolHuI:au

‘WVHAT ARE THE COMMON
WAYS THAT CYBER
CRIMINALS ATTACK?

e AR = B
AlsdvavAniudwanilaldulsdnidu malicious

website.

mMstainsSuluAdUWILOSUDVLUNHLNEKIUNSLUUIWATIU

GIE]

nsaswdwavasuiwaqiriiausiwnoinuKsavAiaL
uidatiaguiWoHaonasvrsu

msuasudibuiuienSaununidniua:ua:omsinsdacia

wWulnsAwn

uzndudonaivs:H310USENUA:gNAMUDIWINLULWIGN
Sudpyafgndonius:HIUSTNLA:aNATYDOWINLYY

fivHuQ

WHAT IS A PHISHING
ATTACK?

Phishing attack (Jumshhuddunnulasasnsuay
Uayavaulauftnnedu@dnusunadilio  Taems
Wuddo:tdinadnnisUasuuaUwalAGUREDISUTLGUDY
aoAnsAUHLIe  udAaswavAHSodvsIWAIWDLEN
AdunanIdUguSulsduasuiv:ulusdayadouynna
HEpUoyalBodnuavRtdviudaulall oo wLAGTUIGIN
WUnvaAdoomsulugdoyadoudd Wu  Huelavdas
1nsGn  omtdviuuazsHaru  HEoowWumsaadv

WsunsUSUasSIBaVIULAZDVADLWILODSUDVRTEIU
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PHISHING EMAIL

Phishing accounts for 90% of data breaches
Phishing attempts have grown 65% in the
last year
30% of phishing messages get opened by
targeted users (Verizon)
Around 15m new phishing sites are created
each month (Webroot)

* The average financial cost of a data breach

is $3.86 Million (IBM)

Ransomware Attacks

[SunAlaLwD q -
Jaaaonuoua

¢ e Ransomw

are

Ransomware A9MISAR
ANAMUIDAvTaYaduUDY
WKL NnUURMISIWISHA
ua:t's‘an§aod1ldu‘r"4auanﬁ'u
dayanaAtudu Taedinadn
msunssivnHaesUuuu nod
Ransomware (JuHviusie
AnAUNGGaIdsvua:ims
IWEUWSDENVLIN TagauIsn
qQanamshudlaonnsw
duaw

PAY FOR UNLOCK
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How ransomware work?

. et oy

. Rlius:avAdavdannuni
53, SO ransomware

Thraat acke crases iles in the affect = L
...a.‘.&‘“.’...w computer are encrypted ) lnﬁ::tUouannuoonauua:ltln
T wanovauwsog
. Ransomware riuua:Gadouu
2 ndouinda

Reci =
s s stating the . IWAtuRDUWILORSUDVLASDVIHED
S 30 tischment the payment ) gahsHa

I . DUaAWUIVIHIEISUMITnRDU
3 7 fiurHuaLa

Malicious attachment . ) Recipient can choose to . msdemlnawsaoeidu

using a cryptocurrency, = 2 4
Surhas itcapy T IHS8eJ bitcoin

. MSUOUDWIASUIWAAU HSDIU
1asu
HINTASUTWAAUHLNBfORTU
Us:avAalaiimsuannannlwa
Wiu Key AfmmsidnsHalwats

I

38n1sdavinqiHaniad
Glu CYBER ATTACK

TagNsasdvapudytyItU
IHad DvAnso:igunsal
1AdovliaNanN3UNSAsSIDIU
La:aduauavciamsoudiadiu

A WUaDaAeGINanaunD:
fatHiAaAULEHIeAd A

35n1sdvlnqlHaniad
Glu CYBER ATTACK

nsasavdumshudsluasamibudavenn
- 8.0 -~ moale - )
1UpvNRDUGUNIEINATANSUTDULWD
HaNI380MSAsIVIU DENVISAMU
oy & o - <, O - | .
ufpdryayrunuN:IduaUVEIMSTOUATY

wasmadvtaadu:




DETECTING AND DEFENDING AGAINST
PHISHING ATTACKS

Use two-factor

Be cautious of unsolicited

emails authentication

Check for spelling and

Keep your software up to
date

grammar mistakes:

Use antivirus software

Look for HTTPS

savinqQlHaniaiaiu CYBER ATTACK

andus:Tuvilniivaowinis)! @fmed -« Tashs TOMEx

. HR Wed, Mar 13, Z53PM (1day ago) i Wed, Mar 13, 3:04 PM (8 days ago) -
“ Reply

. HR | Forward
HR@office- 365 notifications. .

Filter messages like this
Opendetailedview [ [ [ (9
Print
Block "HR"
Report spam
Report phishing
o i ; e
ansuszTomiInizasnmag lu! Show original

Translate message

Download message
Mark as unread

ot

ey

mrduogRF MR L

ciandsnterduingys: lowiiduasiinvinmad el dadiwgus: lom

35n1sdvinqQiHaniadialu CYBER ATTACK

Quarantined Email End User Digest: 7 New Messages

“External Trash x  TOME x

Wed, Mar 13, 3:04PM (8 days ago) “«
“« Reply
~ Forward

. Support <support@office-365-notifications.com> Wed, Mar 13, 2:57PM (1 day ago)
tome +

RECEIVED EMAILS IN QUARANTINE
= Filter messages like this
This is a nofication to inform you that emails addressed to you have been placed in quarantine.
Print

Emails quarantined: 7 Block "HR"
Report spam
Report phishing
Show original

Status: Pending Analysis
Please review your quarantine mailbox by following the below steps:

1. Sign into your quarantine mailbox
ign into yo Translate message

2. Click "Release” if the email is legitimate or "Block" if you suspect the email is spam or phishing Download message

Mark as unread
Emails in your quarantine mailbox will be permanently deleted within 7 days if action is not taken.

Best Regards,
Support NVK
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55n1sdvinqQlHaninialu CYBER ATTACK

B¥ Microsoft OneDrive

o lstunmudosiouloncdasordiunfousn

Wlasuorivinofioidy, JulTasuonviod, umueud, WA 98052

55n1sdvinqQlianindialu CYBER ATTACK

Outlook

B Microsoft
Sign in

5 comeca 10 0o
s, phoe, or Saype

o soceunt? Creee ove!

Outlook

B Microsoft

Sign in

0 corinum o uthosk.
1y 10 uss ek account
No secourt? Creata onal

Can't access your accaunt?
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INTRODUCTION
TO SOCIAL
ENGINEERING

WudoomsiotRn
LagusHawulRWUlae
05U WUTUDAaIad M
HnTUMOU WUUdv
13ovdarOHIHNs U
udds1v:laRudnu

INTRODUCTION
TO SOCIAL
ENGINEERING

aswanuudodiotritkda
Havl¥aloudAdanHaUWaIY

INTRODUCTION
' TO SOCIAL
' ENGINEERING

UliauavAe... WURGHEDTLU
fl

"UtENSUNUATUTRIAN DY
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INTRODUCTION TO
SOCIAL ENGINEERING

SAFE FROM
WORKING REMOTE

tugaUduumsHvus:e:Ina
(WORKING REMOTELY) Judond
anwSubuuindu dorhtaculasase
umsidaudaindotedhAruungodu
msasovasundLUaDafeuavaUnSIR
Wous:e:Tnasu Wada uhuvlaa ua:
ausniwu Wudvsulu

AlIsUovAUAIdIIN
SOCIAL
ENGINEERING
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SAFE
BROWSING ON
PUBLIC WI-FI

mstgautnastiaagoluny
Uananenmelainsaung

d1s1stu:

FREE WIFI Aauiudu
UanangadsSviKu

Cc 2% mail.google.com/mail/u/O/#trash

I= 25 https://mail.google.com/

uutoldagivis31 SSID A
tdoudoogdulananse

) Coffee Shop
% f <<(0Wireless interface/AP H sSID : FreeWiFi((
®

Free Wi-Fi

From our friends at Google

Accept & Connect
lagreetoth
ed

Attacker
SSID : FreeWiFi
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FREE WIFI Aauiudu
UanangasSvinkuy

MAKING YOUR CONNECTION

QUALITY OF WI-FI SERVICE AT AMERICA'S 15 BUSIEST AIRPORTS.

CHARLOTTE DALLAS/FORT
'WORTH
—

65 Airport wireless
' networks -
Not as safe as
you think

Free wiFi [l Freemium Wiy BPaAWiFi

A1sUDvAUAYADIDLAQDIN
WORING REMOTE

msiwuAUUaDanstumIsiivius:e:lna
« pastAMsAnaUsUGIUADIULUAVUADOABANSAULNA
» fKuQUaUWAaNISHIvIUBALDU

-d

* WaunsainndwUasans

AISNIvIULUU
WORKING REMOTE

twiUsunsulanasie

WBIASDUNEADUWILODSA
Uaoane

dusHamuAtduvIQ

iiweuwsddyaaoucdd
GadvvawdudsUavriulsa aulaasawduds
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PASSWORD

sHaWundnasindIWBUTDULWEY
wono:InceMSAAL  Ua:ADS:(
AWedILUDeN3 12 hdnus lag
sHarKuNGAsUs:NaUTUGI8MIdNUYS
@otHed  (hdnuscHlan dlau  ua:
SNUSIWIAY  IWDLWUADWUaDaAY
HAUUIGUDVARU

e\ felzin i THE TOP (WORST)
Asdowiatssa PASSWORDS

RANK ~ PASSWORD  RANK  PASSWORD PASSWORD

.123456 .1 SUPERMAN

SSWORD . ..696969

i ...123123

- BATMAN

... AWERTY RUSTNO1
..123456789

1234

ASIUAYUSHAWIUYUDVAMIDETIV
athlaus  WalavAumsidhiivieud
TaslulasuayruIaKSDNISUaNUTUE
uannd AfUADSHANLAEVNSIE
sHaruNgAUUGBSU @ udvAm
ua:HandsomstdsHaruRIHbouHSED

EwmummauN—

aaenunudayaduddOudvAu 16U
Suiiia dadasiduv HéoRaE U

Create Strong Passwords

inAdA : Gowaia$ansla 1 ¥a uddome
druAnHueivisideaiidecv aavly
auuasduduwsndaiwuniu ua: Penguin
1atull 2015 sHarmuvavAUTUTUIG
penguin2015

FB: penguin2015!/FB

TW: penguin2015ITW

P@SSWORD




P@SSWORD

P@SSWORD

)

P@SSWORD
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Create Strong Passwords

nAdA : a:uﬁFh (Four random common
words)

CHoeguLEU olivia-mimigumo-waikiki-
yesterday

uwdaviuwraissaldsn Ollvia-mimigumO-
walkikl-y3st3rday tidfo:IdsHaniaenn
duudd

Create Strong Passwords

tnAdA : PAO method

¢Haehvu “Monkey D. Luffy jumping on
a bouncy castle in Osaka”
1s1A:IdsHanouAsINSGHAD
MKDLFjmping@bc@0saka uad

Create Strong Passwords

inAdA : Wiwavnvaulbunuimsibin:
uwdaumsiiain: Ao Por Sor 2504
PhuYai Lee Tee Klong Pra Chum
21R:ulaviluwaidsaldin
ps2504PYLtkpc



Create Strong Passwords

e inAlA : WuWAABaLTUMUTNSUULUUWLW
donnu
f31 auowdulAosva TasHatbu

lk;[k’FroyhoFdhOib’qlk

P@SSWORD

STRONG PASSWORD

OK Password Better Password Excellent Password
accident AcciDent Acclden?7
susan Susan53 .
Je"yfiSh Je"yzzﬁSh number of Numbers ‘AW”(“', - upperand '

smellycat Sm3llcat SIUE G T joner case 3 i

3. symbols
mapleleafs MapleLeafs
ebay19 ebay.44

Instantly
creditunion CreditUnion

3secs
3mins
3 hours
10days
1year
169 days 106 years
16 years 6k years
600years 108k years
314years 2lkyears 25myears
8kyears  778kyears  1bnyears
212kyears 28myears 97bnyears
512myears 1lbnyears  6tnyears
143myears 36bnyears 374tnyears
3bn years  1tnyears qd

BRUTE FORCE

3
4
5
6
74
8
9
10
1
12
13
14
15
16
17
18

TWO FACTOR
AUTHENTICATION
(2FA)
137130 2FA gau19InA13 Two-Factor
r 799210 Authentication HUNefivNSIEIEMS
fududhauanvduliaitniivrudHia
s:uuchva ussmsdugudauanvdud
:UpvAiumsitniiourydlaslulasu

aynnax$amsuanUryBitdsHanulded
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Keep your account secure

Your

You to set up the proving who you are.

Microsoft Authenticator

0 Start by getting the app
On your phone, instll the Microsot Authenticato app. Downioad now

After you install the Microsoft Authenticator app on your device. choose “Next”.

want to use a diferent authenticator app

MOBILE SECURITY

820UV Mobile Security uidaviahAtuuintu
[ - - -~ o 3
gAUdRuU LUpVNNLSTBINSAWNDDfiDIUMISH
fvnssucv a Avnsdoans msdovne msh
§SNSSUMISISU wa:du a dudumssnuiAnu

UanosetulnsAwnlafinldudvahAtyaenvdv tWo

BoutHNISTUGDVINGTUAUAI WL FsVAIDIACTUTG

e

1s13vdUpAISS:Ivuaz3sUsvnu

nistdaunsaidouynnasgiviunvlasanyg
awuwsnrﬁlﬁ[nurnsU»jJﬁcnuﬁunauua:lnnUn

div 9 dod:
dulaasawauds WsHarWufvanase

W@inAaluladgnisdugduddau

WUsunsuua:usuwatnsu
doavsu (2FA)

Uaaane

Wadsidoudaruindatie

o x . lwawwedayaaudd
Sahelivanasie




SECURE WI-FI

msidaudaniu Wi-Fi TWlasasneawiluduasiedanauidu

duudvAru AolurINAfUGaYNSIS Wi-Fi tHuLto310u
. s o - -~ & -~ . =

Wi-Fi Adaaane Tasawsaqua:s:ylamuduaauaiuaiol:

W Wi-Fi AdmswhsHatayados WPA2/WPA3

asovanudid Wi-Fi: asdvanudia Wi-Fi fisufio:douda tHuLizo3
Wudo Wi-Fi Agndav

umsisuSulsdius:H310t8 Wi-Fi davassvaauiusuludims
wWhsHadoyadde HTTPS K3l

Jomsidaudasaluia

Sulaalusunsuta:uduwalndu

LAPTOP & MOBILE
DEVICES PROTECTION

msunUavAdiulaaanisuavaunsaiwnwl 1u uaUnau
uas aUnsmuanaluuaoﬁ'émmamouolquauu dodu
msUaonuaUnsmuaonmmnmsuan Dsa ua:ms

H luon31u1Uua:un:n:stUumwammaoao Gottdu
35msUaonunonan

dadvsowdususudhbsa
dulaavdWALSUAIWSUWDS
WsHamuudounso
wWmsduduanvduasu

INFORMATION
HANDLING

msonmsuaqau‘luao&nmnémtuamovo
walavAumsidhiivdayalagluldsuaymna

00UUUﬂDJSﬂ1SOOﬂ1SUDQ3ﬁ0

mswsHadaya
msdisavdoya
MSIBIUADUWILODSEDUCD
MSAUAUMISITNED
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aisygudaaluy

IT SECURITY POLICY

tHOUs:ansnlw

msaduuayumsujuaaiu
ulouig

msuUs:L0uAULASD
msaulaaulaue

msasdvasuljudionuuleuie
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Qe

UsziRgde

C UPUAMT MSUE

ANSUSLLOUAINULE 8991NNNSLANA LABNISUNADNAIT hAL. NITWIUN

TUsnsuEinausuauaulasnsenslaiuasdusuuseneny

© ANSUSMISHATDUNULALAULUAIUADAN YA TAULNA

- @U1BlANNTaNndnIsUU AzimAluladonIeiey

gondun1siunasou

. @11N15IANISNNTVUAIAUAININGINIA AENNSIANISIWALUlagn1STU

gondunisiunasou

® NouAAN WA 2567 — UaqUu

- YU USEW ndns TBua-wnalulad n3U s IT Security Architect

® 1NIIAU W.A. 2567 — LUW8U W.A. 2567 :

- Y9 USE Leddulina 91iR sluue Cybersecurity and Privacy Consultant

® SUAL WA 2565 - UNSIAN W.A. 2567 :

- Y1197 UM ACCENTURE SOLUTIONS CO., LTD. (Thailand)

AU SW/APP/Cloud Tech Support Analyst

®  PINIEU W.A. 2564 - FUIIAU W.A. 2565 :

- e v inlusn 3199 fuus Network Support Engineer

® NFIAN W.A. 2564 - AAAU W.A. 2564 :

- U U3 U eBuwnes 910 swsus IT Support
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