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ABSTRACT

In recent years, artificial intelligence (Al) technology, particularly Generative Al,
has been widely applied across various fields, ranging from automatic content creation
and application development to assisting in coding and code review in the software
industry. Despite its high potential, Generative Al still produces unpredictable errors

that differ from human mistakes and can lead to severe consequences if not managed

properly.

This study aims to evaluate the capability of Generative Al in developing secure
web applications and assess its potential in detecting and fixing vulnerabilities in the
code it generates. The experiment will utiize OWASP ZAP, a standard tool for web
application security testing, to analyze the vulnerabilities present in the code
generated by Generative Al. The results obtained from this study will help identify the
limitations of Al in cybersecurity and provide insights into how Al can be improved to

create more secure and reliable software applications.

(Total 51 Pages)
Keywords: Generative Al, Software Security, Code Review, Web Applications,
OWASP ZAP, Atrtificial Intelligence
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Tand@ wasgruasnanfunuimdaaglunsdslidnnaniuazasdnssaisnasonas
@LLmzuuﬁﬁmmﬁuﬂaﬂaa@ﬁ'ﬂga i fiaanutaimuadiuanuiuaslaeaiod

< 1 = a a
WRRINRDLSNUTZRNTNIN

2017 2021
= AD1:2021-Broken Access Control
o~ A02:2021-Cryptographic Failures

A03:2017-Sensitive Data Exposure =~ _ AD3:2021-Injection

A04:2017-XML External Entities (XXE) A< [New) AD4:2021-Insecure Design

A05:2017-Broken Access Control d N - A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration = _> A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (X5S) ) ” A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization T {New) AD8:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities — - > AD9:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring e (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

n'l‘wﬁ 2-2 OWASP Top 10 Web Application Security Risks Tudl 2021
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2.2.1 Broken Access Control msﬂ'mqumm'ﬁﬁaﬁvlﬁmmzﬁm ﬁﬂﬁ;ﬁauﬁmmm
v R o A ¢ AN M e o
histayaniawsrisunlalasuaygnald

2.2.2 Cryptographic Failures NNYAANITTaNANEN vty LT ﬁagamuqﬂﬂavﬁa

U

siarn Tiduldennanespumsdnsvanlseant

2.2.3 Injection n13lan@r1unstalaaniduauansne g% SQL Injection »38

. A A 2 o
Command Injection tWBANUANIZUURIBANVBURDANAN

2.2.4 Insecure Design N388NULULITUUNINAANNIANUGIUANNIBAIUIDANE

o o = 3 a
MlnszuulrgIdanslau@

2.2.5 Security Misconfiguration NIAIANANNNWAIURBAN LT bILANTRY LTU AT

Daltauliaasi baidndu nIaltnmiasmaddn (Default Settings)

2.2.6 Vulnerable and Outdated Components MsktTanduIsnIe lausSnanaa

A A . o a o A . a
wIadtadlng ml%u,aﬂwam"ﬁummmmsgﬂIW@

2.2.7 ldentification and Authentication Failures A2M38NLAA bHNITATIIROLAINW

WIANTAANILTRTY LT NITAIAITRIHNIUNGaWULD WIaN1TU N LTRT

2.2.8 Software and Data Integrity Failures mmé’&lmaﬂumimﬁﬁmaum’mgﬂﬁad
PoImanduIThIataya 13U n13laud Supply Chain wian1sdiuudsldalaslaldsy

%A

2.2.9 Security Logging and Monitoring Failures ANTPIANTLRNNUALAaA1N

m@lmsrﬁmmﬁumﬂaa@ﬁs Y19 LRI DO TIDTULRL A B LFHDIGNTITLANG LaTI LI a1

2.2.10 Server-Side Request Forgery (SSRF) nslasfivihlwidswinasassualy s

o

Umenwnlilasueuana sserailugnadhiisieyadaty

{ 1 1 < a Y
2.3 Lﬂ%aﬂﬁaauﬂ%‘ﬁaﬂrﬁ?ﬂaﬂ nULaUNaLATH

Inddlarunustadlnivasiuuaynaiagi (Web Application Vulnerability Scanner)
A & ea o X A . | & a o 'Y wn
Aamanduriniamdwieszyuazaaseutaslniluszuuivuednfintulandalud

lasgjaiunsdunigesininenagnylandlduszloml 1 SQL Injection, Cross-Site



Scripting (XSS) ez Cross-Site Request Forgery (CSRF) %ana1n LaTa9dladda3ng
A a ) ] \ = A o &
Nenunszynoazdsatadlnivazuwinsud lwethaduszuy etislasdnimunm

un ludym laadsldszininn aredniasdeaunusaslninlasuannuiowy

2.3.1 OWASP ZAP (Zed Attack Proxy) [6] LA3addalainuwasanldnsiagautead
Tw3va9 3 UL UNRLATY T89TUNIIFLABNILLLAA L UNGLAZ A ALY LALRNIZEIRTY

o Y o A A da a a @ a
uﬂW@Nu’]LLazuﬂﬂ@aﬂUiZUUW@]aﬂﬂ’]iLﬂiaﬂNaﬂwﬂjzaﬂﬁﬂWWLLazlﬁﬂunqi

b 4 o s . . s
2.3.2 Burp Suite [7] LR34 ENILNINAROLLNSIZUL (Penetration Testing) o3

a 6 1 1 I a % U l = ,&’ U & =} (ni I
RUNINFUNWLRZILATIZRT S LA T LT UL UNRLATW LA LN ANTd WIauNIANLIAaINT L

inwanud ludymuszdivdpenuduaslssanuvasszuy

2.3.3 Nikto [8] 1Duta3aslaaunuiiuidswiesuuulainusasanltnagauniny

o< o = A6 e < = Y > = A6 &
NuwadtaaansuadliutgswWiasuazIuLaU WAL TY YindulagnInagautIuLEIWIas

caa A

di £ {ni = s =} a =1 oq,'
ivaawr IWanatatdnawae, lTunsunIazasUanianutass 3I809031980UN1TA

v %)

AN LLANNZ FULAZNNTONLAAN A FA

2.4 n3U3zand 1291 Generative Al Tuilagiin

Generative Al lumnaluladifygnlszfugisansassvsssananulnilasdsan

o A9 o o . o A A 'Y A & A
%@Ta%}a‘ﬂl"ﬁﬁﬂiulﬂa NINAWY Generative Al 1°ﬁLﬂﬂuﬂﬂqiLﬁﬂuEmadLﬂiaﬂ NILUUY

q

v

W&BY (Supervised Learning) LLﬂ:‘lﬂJﬁé’aau (Unsupervised Learning) lasfianuanunm
<& A o o v A a A A
ATDUARNAINANTETITEA N UMW 1FES AUDINTTUULAA TITIANYTZENTA N
AAAUNYU wazidvzngatiailuniirinan miﬂszﬂqﬂ@‘l"ﬁ Generative Al luqsﬁaﬁwu
a 6 6 1 1 1 = (2 a Y a 6 6
SAINITVTANALIT 1081 TH T T EUlAa AAAIN Lazkn lIToAaNaIAluTaNALIT,
W@ Prototype Waz Ul 8819310132 'ﬂ%aLLsTLL@iaﬁfuagumiw‘"@umLLaﬂwamfuﬁaﬂ

68 Ei’]xﬂﬁ@]l%% fINARILNTIWN



Generative Al Use Cases
I

| [
() ” - 7
- ' w i P a—
=(S) - =
| g4 | N -
Visual Content Audio Generation Text Generation Code Generation

Image Enhancement Code Generation

Ml 1
2

ATINN 2-3 Generative Al User Cases

t%

A = o, aa A ~ Y & %
INMNN 2-3 L ladngidanssnanavaaaivnIsinag lausslawiannnasld

9 9
Generative Al M3ILTUNTANURAINRABDDI Generative Al nlwiiawianisulnd 9

PINNIMANIIRINITZUUBALUNG Lt 1728 1R RINITNIANIINUINWN DA NT LT WA

WinUszanTawlunmsdniuanulaadnisiasa [9]

& & o P

ﬂﬁ]ﬁ;ﬂ'u Generative Al Ei'a"lajmmsna%"mﬁauaﬁgﬂﬁm"l@i”ﬁ”amﬂaﬁ%um TITDNAN

u

]

P oA

[l v v &/ . . ! U
vlugﬂmaawnnaswwummniumammmm@’l%m %38 Misinformation LWa1%Ha1SINE

q o

€

ﬂs:ﬂuama;uu‘swiaﬁoﬂu 13099 N RN IOV IR LT T LA R e LA RINAA AN TR T
FIasednn mﬁm'alﬁl,ﬁ@m'mjmwmmz'ﬁ']mamavl,ﬂmiﬁ’m'mﬂﬂﬁmaoqma%%é’aﬂu

[10] lasawnzadsdudainmah Al llElunsnfaiensanatsdan [11]

fATURNWaI lUIunIy 1e3adila Al ﬁm%’uﬁgnﬁﬂﬁaaml,l,ws'ﬁmylumﬂﬂﬂu
' ) ) ' . ) = 4 W o {
ldsunsuuuug (Al Pair-Programming) 134 GitHub Copilot [12] F9ia3asfiailditfon

wodnyswvasni@winnms Weulda lugns denudlaléda
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1 =3 s s & @ o [ U o v a -5 1 U
2819 13Ra7d BRWanNEI3 LT wada9viNn1T unlutaianana wazdsundslaa
walwauisninlaad ba b lsluwusunaasldsunsvaadawadls Gea1assnansznusa

Uszninanlunisvieu uasdrodnnianguadndyfe tatasila Al twanilaldld

= 1Y

faauNondadayall uazanasgitafanaiansastadlnisuanuinaslsaantlulaa

U

win ldmsesaseuuazud luleglisunsuiwaswiomidomiy [13]

U

1 (2
a s a o a a A )

Tws2917817 :’3%mlmLuumi’iﬁ'ﬂmaaaluﬁ’sﬁau Aazaadeu ganan U w.e.

{ . { 1 a &‘ LA @ v
2567 JLA3a9ia Generative Al NHANNFINIIDLAALAWLAAT NNV ;pw%“avlmﬂmﬁaﬂ
d o s v 1 R . & [ § { s
150948 Al 39%2% 3 @2 1A ChatGPT, Gemini haz Claude GdtiulaIasiian lasy

anaftouuazgnnanisadauninanslu 10 SUALLIN VBITINIAINY [14]

Ao A A ¥
2.5 3THIYNLNLIVDY
Samia Kabir kazame [15, 16] L@NE1IATeWN1IAUAI0NV8d ChatGPT 6o
d1nnulu Stack Overflow Lﬁaﬂsuﬁummgﬂﬁmmjuﬂﬁ AMURNLFND ATUNIW LA
ANNUNIZTUVAY ChatGPT WU 52% Tadenaal ChatGPT ﬁf’ﬁa;&ac’?@wmmmz 77% Vad
g A A o & o o =2 A o v o a = o
AeauiAIVEILARILT LLa:mmmsﬂﬂmmman’lm afmfﬂmmﬂ@mumaaaﬂw
wWulisunsuiyas wudw;\ﬂ%ﬁwmu 35% HIAITUANNALVDY ChatGPT 13a931na71d
o a A a wa % o Aa o ~ =<
SR PR ER IR TR FIETHA o LLa:Q’Lwﬂawuaammjagam@wm@ﬂummwmnm
39% uaﬂmﬂﬁﬂ'\iﬁmsﬁﬂmLﬂuLﬁuLﬁ'mﬁ'umﬂw”umﬂaa@ﬁwaﬂﬁ@ﬁ'gnﬁmﬂ(ﬂﬂ
a W LY o v v a o &
ChatGPT lasnuiaplavinniimaaasli ChatGPT &3191U5UNIuaauNILe 833114214979
IWAATIAIROVANUNUAIUR AN LUDILAANRITIIVHN Imiﬂmmummugmwumzl
MEIAN 9 LT C, C++, Python, HTML uag Java Mu338fTlAliuin ud ChatGPT 2

%

mmma‘?ﬁﬂﬁ@ﬁgmﬁam:ﬁnm‘lﬁ LL@iﬁmﬁmwLﬁmﬁﬂummﬁumﬂaa@ﬁﬂagﬁ

e~ AA A v

a <& v o A v A A \ A A
snnegeinudglavinnsidendafananafinudaslunndsuldsunsy c/C++ 7
atlluuwaawasu Sifu 11711 Cybersecurity Challenges il ChatGPT 118394 13 unanAx

2023 %alﬁﬁa;&amsﬁnmn GPT-3 I@T@ﬁﬁ"ﬁaﬂwjﬁ]:gﬂﬂ%aua‘lﬁ ChatGPT Wavinny

o

szuquaum”[mﬁaﬂwj N3 U"lﬁﬁﬁm'm@aaumuﬁﬁmmm:ﬁmam:%jwugwﬁﬁ‘u

ChatGPT lasdnunnaanuuuliasiaseudn ChatGPT mansnszydyniuazurlulda
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ldngndamiala (17] §3pldvnmassaiedszidiudsz@nininuas ChatGPT uaz

v

1A = 1 & va ¥ o o = v
WUIMNTBARA8UIEANT LL@]ﬂVL@Nﬂ’ﬁiZfLﬁJa'ﬂﬁﬂ@l%a’mﬂ‘izﬂ'ﬁ i'JNﬂ\‘]ﬂ'ﬁT’](ﬂﬂ'J']lJL‘U’]sL'ﬂ
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vSunaad ChatGPT anuidwldldlunsidowanunaneveslda vuldfensdn o
fniurhivuedwdiatu aydldin chatGPT ddnunwluniaieldandasadsdmsy

Vuuadwaiatu uddasldiumdnianzinnzaslumazyselnindasmaurly (18]

Ko a = A ) a o A9 oo o @ .
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=S
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LANEINU (MBI YRUAzNIB189NYE) daanuluasdasaivvasldafiainalay
a 1 U { [ Qs v &/ q‘?// [ 1 1
ChatGPT wamilianzinuitldanlivaaadvgnasiitulunizesnis uddrulnglal
& Y A o A o < o v v
Junagnunmsnden glearsdmduuazdivdpanuiuaslasaivrasldadioauias

dl o =y dl Q v 5 1 = v U dl %
WhagandnaSuNanunuNINUlaaNnaz N gIwa lunsaslaanlaaant
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M3AanlTINwATaId o MR NI RNAIWIUNTHINIATIAROUTAI IR A AT b UWN
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A A o o= A A ¢ A ) @ = A
T4 Larry Suto [20] Tl¥iAnINaTasloaunuinasiNannuiuadlaaansuadiunatlnwig
o o A VAl v s o & 1 o g Il o L aa
Tudinalizaslninnara udazlatunisfindu aau anuwindrdinaidugaddnyiia
anuanaItaaanaasivaudmanlaifanltiaioslasun [21, 22, 23]
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3.1.3 J2UUIAMITING
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3.3.11 nagaunitadlniaien 3 lasltiaasila OWASP ZAP RuN
3.3.12 INUIWANKNAANTNITRLAWAITILATIATIN 3
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N§uAIN OWASP Top Ten 2021
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3.4.1 duiinn1sanaediudiniies (Web Server) WAZITUUFIUTBYN (Database)

g A A A Y
lag Gaaslusunsy XAMPP [24] Gaidusandurinsugalisunsuialinasauuas

s = a a dl v
WY VukaUwRaTUN g PHP waz MySQL

D XAMPP Control Panel v3.3.0 [ Compiled: Apr 6th 2021 ] = 0O

XAMPP Control Panel v3.3.0 # cort

s':r::l:: Module  PID(s) Port(s) _Actions S
Apache 1?;;3 80, 443 Stop Admin Config Logs i shel
MysaL 17672 336 | stop || Admn | confg | Logs Explorer
FileZila Start Config Logs B Services
Mercury Start Config Logs © Help
Tomcat Start / Config Logs [ Quit

PN [main]  All prerequisites found

PM [main]  Initializing Modules

PM [main]  Starting Check-Timer

PM [main]  Control Panel Ready

PM [Apache] Attempting to start Apache app...
FM [Apache] Status change detected: running
PM [mysgl]  Attempting to start MySQL app...
PM [mysgl] Status change detected: running

AN 3-2 ldsunsudnaaaiundininas XAMPP
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IMNBUAAAT Apache [25] LiLiGsnnasnltdniusulaa PHP uazliusnmmniniy
uwazfansszuugudayanldiiutoyavasivualwiiati dauaaluning 3-3 uaz A

]
=

N 3-4

« (¢] O D localhost

® Getting Started (I Lenovo @ Gmail 1 YouTube @ Maps B Transiate

Apache Friends FAQs ~ HOW-TOGuides  PHPInfo  phpMyAdmin

XAMPP Apache + MariaDB + PHP + Perl

Welcome to XAMPP for Windows 8.2.12

You have successfully installed XAMPP on this system! Now you can start using Apache, MariaDB, PHP and other components. You can

find more info in the FAQs section or check the

YW-TO Guides for getting started with PHP applications

XAMPP is meant only for development purposes. It has certain configuration settings that make it easy to develop locally but that are
insecure if you want to have your installation accessible to others.

Start the XAMPP Control Panel to check the server status.

Community

XAMPP has be
liking us on Fa

around for more than 10 years — there is a huge community behind it. You can get involved by joining our Forums

book, of following our exploits on Twitter

ANd 3-3 UG TWLes Apache

»al . o L Status = Useraccounts = Export (s} Import . Setiings | Replication Variables &= Charsets 4 Engines # Plugins
oalelse

Recent  Favorites

& New
*#-. information_schema & Server connection collation: g uliBmbd_unicede_ci ~ * Berver: 127.0:01 via TCPAR
+ kmutnb + Server typa: MariaDB
4 loginisdb LIRCT + Server connection: SSL is not being used
- | login_gpt2db + Server version: 10.4.32-MariaDB - mariad.org binary distribution
#- mysql - + Protocol version: 10
- performance_schema Appearance settings « User: root@localhast
4 phpmyadmin « Server charset: UTF-8 Unicode (utfBmbd)
- test & Language & English ~
- user

yTheme  pmahomme v | View all

+ Apachel2.4.58 (Win64) OpanSSLI3 1.3 PHP/B 212
« Database client version: libmysql - mysqind 8.2 12
+ PHP axtension: mysqli g curl g mbstring

+ PHP version: 8.2.12

« Version information: 5.2.1, latest stable version: 5.2.2

« Dacumentation

+ Official Homeapage
+ Confribute

m Console

AN 3-4 SuugIUTYA MySQL
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% [ a o Y A -~
3.5 N1IEIIILUBLUNALATAILLAIDIND Al

:3”ﬂﬁlz@‘hLﬁuﬂ’lsdaﬁ’lﬁavM’Lﬁﬁo Generative Al tNBYINMIRINIIULOUNFLATY

lagazizyaudaIniidng 9 a9ldds prompt 1w Al igu dasnislinshiininaiidl

Tayaaz s nievziiuniseulosludmiuinadu g niald iWalik Generative Al &34

code PHP 111 uarvihlunaseultanuwuniudswinesnlaiasany

' & ' a ' . . A A
289 13AaN Anfiaesang 9 15w 61 temperature TanansfsanlElung
RMGHE S LLR RN GG Rl AL e fAgInaINnaNY FIETIN LATAIALAN

g1n) NiFlwuIdniiduen default NIrua

ChatGPT

duTAnnien PHP Wiion

G wivew! qudeimslidaulda PHP dwiinhozls? njanWeaadeamin uh faifuiifaenslfnu wiammiuemenzsdiguisans

Wihedann o Widusunsothe Wnssmuaudainisessnmennigass
\imu code Wi page login iexfy mysgl database Tnewih login exiidu Register fin
@  Vhwe §8e14n PHP dmiundrawih Login unewih Register minufummiousafugruaya MySQL:

1. #falvd db_config.php :hwi"nm-nﬂnun'a!wingn

P Copy

if ($conn->connect_error) {
" ction failed: " . $conn->connect_error);

)

2. i1l register.php dwiunmaamadoug 1§

php (P Copy

<?php
include 'db_config.php';

if ($_SERVER["REQUEST_METHOD"] == “POST") {

NN 3-5 @28819N1I&9 prompt ldaaunuLaIadiie Al (ChatGPT)

% dl Y o v uQ; dl =} v U =3
HaINN LarinNITldnan aunIznItaIadia Al 8I1N130839 code 194 bALRIIN T
ANNANABINITLRININAVBINILATIND Al ae¥im sl code NINNAN LAFINITRI
& YR ) o A ~ 2 ' A A a
mu&rﬂmm@’lmm AIFUNINA 3-6 LAZNIWN 3-7 HINITUFAINATBILARZIATDINDIT
' a & | . ] '
ANNENINMaan v PuagNU UX (User Experience) Uaz Ul (User Interface) 2aduaazang

a3 Al
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« C () https://claude.ai/chat/42a5aaac-b92e-4eda-ba38-8437899b5455 B A W B ¢ ® & C M = @ | Q o o
\ Home - Workday /Il Services-ICITAC.. & iCloud ™ The Time Zone Co.. 9 Google Maps & Google SPOTV - DOOBAL... [.) Dooballé6 [ BeeFiles - Arm-Be... > [ Other Favorites.
Claude ©) PHP Code Creation Request ¥ 7 Es

Chat controls

° snlviddlauminme Widandoen it futina i login, register, homepage

loude-255

Most intelligent model Learn more

A% matinasnlanasauaciosuges widudsddnann wealiinigsndnmun bisianu
R

5 Artifacts
davantaniu T BLnon

</> PHPLoginand Register Page

Click to open code « 1version

Gunnlididansogmdoya:

¢/>  Updated Database Connection (db_connect.php)

Ciick to open cod </>  SQLfor Creating User Database

Click to open code « 1 version

mswdouuas
<>  Database Connection (db_connect.php)
ck to open code « 2

1.\fin $db->set_charset("utfgmba") nii‘m"]aqﬁui](umnmiﬁﬁ'ﬂim“nm

2. iuieridu sanitize_input() dmivienuazaiasayming

<>
aoludhumi login:
(/>  Updated Login Page (login.php) <ol oaiste Page (register.php)
Click to open code ick to open code © 2 versions
mswdsuuyas: <> Homepage (homepage.php)
3 Click to ope e 2
1. 14 Prepared Statements #ailasnu SQL Injection
2. ifinnsamedewing 1 $aensuagudmialai Content
° Reply to Claude... é @ No content added yet
Addimanne BNEs dne, spreadsheets, and more to
o Claude 3.5 Sonnet Lightshot Screenshot | query content with Claude.

NN 3-6 GIBENINTUFAINAANT code ﬁ'a%ﬁam"l@ﬁaa Claude.ai

Gemini v 4 Try Gemini Advanced

¢hashalda login.php Audiluudr (Tauld prepared statements):
PHP
<?php
1/ (\ﬁnuuing’m'ﬁngie)

if ($_SERVER["REQUEST_METHOD"] == "POST") {

$username = $_POST['username'];
$password = $_POST['password'];

// Prepare statement

$stmt = $conn->prepare("SELECT * FROM users WHERE username=?");
$stmt->bind_param("s", $username);

$stmt->execute();

$result = $stmt->get_result();

if ($result->num_rows v

> 0) {
$row = $result->fetch_assoc();
if (password_verify($password, v
$row[ 'password'])) {
// ... (AsA1 session uax redirect)
} else {
echo "swatubignan”;
}
} else {
echo "liwugldau";
}
Enter a prompt here = 9

A ) . v & A o v ..
AINN 3-7 §IDUNNITLRAINIRND code Vlﬁi’l\‘lll’lvl,@l"lla\‘i Gemini
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3.6 MINAFDUAUNWHITDIIN

o

TUaauih %8991NK3 2@ code 7 heaNLATaINa Generative Al hsunarauld

o

NBUBLATBIILLTIWIEST 173 U’%Zﬁ’liﬂiLLﬂiN OWASP ZAP SJ’ISL%&LLﬂW‘ﬁBGIﬂ’j?JQGL%U

U

LaUWALATHUG 9 INBYNNIALLEZIATIZRNAANTNNTIRE

o e e e o e e
. - & = LN :=0—1-] 1 ' ¥} L] Xa -eee
Ouck Stat = Asquest 4 Response Requesisr
e ZAP
Sewen Welcome to ZAP by
Defaut Cantest Checkmarx
@ s ZAP Is an 888y 10 use Intagrated penevstion testing tool for fincing vuinerabiites i web appicatons.
;3
wowain || vaates | ot
.
S —
R ST
SO e
—— | — T .
T o T B ey N e TS

nnd 3-8 lisunsusunustaslni OWASP ZAP

;ﬁa‘i’m:ﬁwmss:qi&aﬂa Path ﬁayjmaaﬁuuaﬂwﬁm%’u NADINITILFULAURITDI LA
1ulsunldsunsy OWASP ZAP nuunazly Attack LNBLSUAL BN IRLALTAI AT @9

AWANBENIN 3-9

0 Untitled Session - 20250127-174347 - ZAP 2.15.0
ATTACK Mode - [~ CIEEE-IEIEEE] - === =) doie ¥ m moe@e ]
@ Sites ¢ ./ Quick Start & <> Request <= Response Requester o

egenl
Q Automated Scan ZAP.,

[ Default Context Checkmarx]

Sites
« This screen allows you to launch an automated scan against an application - just enter its URL below and press 'Attack’.

Please be aware that you should only attack applications that you have been specifically been given permission to test.

URL to attack: http://10.99.99.4/kmutnb-2/claude-part2-3/insert.php @ Select...

Use traditional spider:

Use ajax spider: Always with  Firefox
I Stop
Progress: Using traditional spider to discover the content
SHistory . Search [UAlets ) ActiveScan  “ Progress Output 4 Spider o # AAX Spider
# New Scan  Progress: 0: http://10.99.9..12-3/insert.php - 100% « Current Scans:0 URLS Found: 15 Nodes Added:10 & Export
URLs  Added Nodes  Messages
Processed Methad URI Flags
- GEl NEtp:// 10.9%9.95.4/ KMUtND-£ / Claude-parts- 5/ Uploads /6 /9 /b...
@ GET hittp://10.99.99.4/kmutnb-2/claude-part2-3 /uploads /67976...
® GET http://10.89.99.4/kmutnb-2/claude-part2-3/uploads /67976...

AN 3-9 A1a1IMIRLNWANT Il I8 OWASP ZAP
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[ ] L] Untitled Session - 20250106-173225 - ZAP 2,16.0
ATTACK Mode - FEET TR IR = === A % @ me® e
@sites  + 4 Quick Start #* = Request <= Response Requester
eqao
Scames < Automated Scan ZAPw
[@) Default Context Checkmaxrx
@ sites

This screen allows you to launch an automated scan against an application - just enter its URL below and press "Attack'.
Please be aware that you should only attack applications that you have been specifically been given permission to test.

URL to attack: http://10.99.99.4/kmutnb-2/claude-part2-1/insert.php

@ select...
Use traditional spider: [/

Use ajax spider. Always with | Firefox
4 Attack
Progress Attack complete - see the Alerts tab for details of any issues found

[ History @, Search  [WAlerts ) ActiveScan = frogress Output % Spider ¥ AJAX Spider o
YR 4 Ful
L Alerts (8)

' Application Error Disclosure
Y Content Security Policy (CSP) Header Not Set (6) Yol can also edit existing alerts by double clicking on them,

issing Anti-clickjacking Header (4)

% Parameter Tampering (2)

U Server Leaks Information via "X-Powered-By" HTTP Re:
U Server Leaks Version Information via “Server” HTTP Re¢

details of any selected alert will be displayed here.

Yol can manually add alerts by right clicking on the relevant line in the history and selecting Add alert'.

/
f
R
f
F
F
I

1 X-Content-Type-Options Header Missing (5)
R User Agent Fuzzer (12)

Alerts [0 U4 [U3 i1 Main Proxy: localhost:8080

Current Scans @0 $0 ®0 21 ©0 /0 0 %0

AINTN 3-10 NARWTNNIFLALTEILWIlae OWASP ZAP

& & a o @ ' VAl
LN@IﬂiLLﬂiNaLLﬂuLﬁiﬁ]LiﬂlﬁaUI%LLYIU Alerts ﬁ]zLLa@ﬂTﬂHa"ﬁaﬂIVﬂﬂWU RIU1IDNA

o

LﬁagﬁUazLﬁmL‘ﬁuLﬁmﬁmﬁ'uLL@ia:ﬁaﬂﬁdﬁmmwﬂ@T%ﬁamﬂ” BEEF (RIaRE]

BRI
aU
Generate Report 88nN31NA2 1USUATN GIATNN 3-11

Most Savers Alert

Most Common Bug

gent Fuzzer (12)

2NN 3-11 @28819 Scanning Report
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a v
3.7 ﬂﬂiﬂi%t&l%ﬂﬂiﬁﬂzu%%

Yunanit (33831535015 Numerical Rating Scale (NRS) tia bl lun1sudasdia

2

waLIAAZLUUAINTEAL (Scale) Anua LNallausanaaaIny SzauTaslninwy la

;ﬁﬁ?’ﬂmmmﬁmu@m%‘fﬁamswﬁ 3-1

A19199 3-1 WamIUasana2835n13 Numerical Rating Scale (NRS)

AZUW AMNNNNY
3 Bo4ln Iz UIUUIIZI (High severity)
2 Bodlndszauuustunany (Medium severity)
1 ﬁaoiﬂdsz@”ugumwﬁ (Low severity)

(2
o o a

INUBEI ﬂmmumﬂ"ﬁqm Weighted Sum Model [26] A% WATNAIINAZ UL

sm”ummgw,lﬁamaa"ﬁaﬂmﬁ'\a 3 J2UU I@ﬂﬁgmﬁmamm‘"@awﬂﬁ@iavlﬂﬁ
Scoresystem i (3xHighsystem n)+(2xMediumsystem n)+(1 >(l—owsystem n) (3'1)
A
laad
High fa mmmlaaﬁhmuﬁaﬂmizﬁmul,nagd
Medium A8 wamaw"mm"ﬁaﬂwjiz@”ugml,id;;m

Low Q@ mmwnaaﬁﬂmuﬁaﬂmizﬁugmmga

Total Scorechaigpr = SCOr€chacpt s1 + SCOM€chatert s2 + SCOM€chatarr s3 (3-2)
Total SCoreGemini = SCoreGemini s1 ¥t SCoreGemini s2 t SCoreGemini S3 (3'3)

Total Scorecjayge = SCOr€ciayde s1 + SCOr€GIauge s2 + SCOM€Ciaude s3 (3-4)
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ad a a : @ A A @ Aa @ A
ATNITUTIULNB VAL ULDI Al LARTA Lﬂsaﬂwa@lavtﬁuﬂllﬂqﬂzuuuuaUﬂq@

A oA ' WM o A
fiadd mmmmmlummm“lwaﬂmvlmmn‘ﬂq@
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UNN 4

Nan15298g

IINMFIILULIAINMINAROUUITANTNINVEI Generative Al Tn13a39uazun lusag

] & a @ o =2 A oA . o
T3 unT UL UWALATY 1agasyinNIANEIAINNRINIIVDIAIAINE Generative Al 3 69
A - o ) " A o & AN o
fa ChatGPT, Gemini uaz Claude lwnsasuazud lgaslnidng wwu‘l,wq@mam"l,@

v X
FIWNVBUN

A & A A A g o 'Y o & 'y o o A

mmamLmawawmmlmmmsnaﬁoLLa:ﬁmgﬂuumwLwﬂmfluvl,ﬂmwmmﬂ
° o a = n = 0 A A A o o
Anua laat19N Uz aNTAW 2819 Ay usaztaIaddaduwanidianizlumsnamilaa
lé 1 L [ v v = 1 v
"ITGLL(?‘Iﬂ@]Nﬂ%I%Viﬂ’]EJLLG&J&I Taslan1z@1wlaTia31d HTML Bazn139an1T CSS RINA L
= AV o | A A Ao o & o Aad [
Aot ldannudaziatasdafidnsuzianizds nezduounsibiauauazitnisianis

6 ' v & [ A
adnUTEnaudng 9 ﬂ'lilsl,%%%’]L’]‘]J @NLL&@NI%IHW‘Y] 4-1

ChatGPT

Gemini X Claude

P v ¢ . v = A o A A &
ANN 4-1 NﬂﬂWﬁﬂ'J']NLL@]ﬂ@]']G“llaﬂ‘ﬁ%’]L?ULW"ﬂﬂﬁquI@ﬂLﬂiaﬂﬂJa Al NIgu
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v
1 =

4.1 2a9lRINNURAIIINFLNWASIN 1

IINMIATIIROY LIULaUNRLATUNI 3 T18NT AWM LaY Generative Al H1%N1Y

= %

FUNUTAILWIAI8 OWASP ZAP WUHNE Ta9lniNaIianunadinnIIaunuasin 1 ad

LLa@alugﬂnwwﬁ 4-2

SutwauaUuwalatu s:uuasIPdaudInu s:uudanisiwa
14 14 14
12 14 20
11
10 10 10 12
15
15

10
8

8 1
& 10

& 8
4

4 5
2z 2

, I N e

ChatGPT Gemini Claude ChatGPT Gemini Claude ChatGPT Gemini Claude
. High Medium Low Information

P> v € < A
ATNN 4-2 MANIRWDINITIRLLAUATIN 1

nIsuNwTaslniassusnwudamiewauduaslaaanalunatoszal asuasos
o . N . o8 . 4
Iniouss 1% SQL Injection [27] ez Cross-Site Scripting (XSS) Persistent [28] <03
ardalanmaldilandidnfaniadoundasdayale lassasgasinafoussitazwulu
@ o & 2 A A v @ < )
JTULATIIFOUMAULALTLULUIAMTING tand st lniniieTaInunIaIaNT=uy 13%
N132719 Anti-CSRF Token, Content Security Policy (CSP), X-Frame-Options 8z N13
A @ v AacF & A a A . a s A A
Dawedagaaitwdinned Nenaiuanudssdanisland Sawuldluiaunnszuud
[ o X A | A o [ §
1% Al 8319930 wazdinauladalunadwiiatuszuuianisiwauas Claude 7
o & \ ' A o . - A ' o A A
sisunnulinogasinifegluszauguuss (High Severity) Lo Sauand1anuiniasila

atiN9 ChatGTP way Gemini NWULAD

WL UNRATWIE UL VLW D Ik I WUt 13 T2aUN 0T WARLIAIWLTD
11131452 UNa199 1WA L% Content Security Policy (CSP), Server Leaks Version

Information NEIAILTUTIRNAUATIADTZULAI LT
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v
1 =

4.2 229lRINNURAIIINFLNWASIN 2

' P va o v v A [ . ' & A
NAUNIIRLABIALUN 2 a’)ﬁ]ﬂvl@]'ﬁi%‘i prompt LWQI‘H Generative Al LGRZIATDIND

o ' v A o X A ' Yo a W @ a
TUNIUINLAANR 9T WETaI AT wazua TR LRWANTULA 1 Imvlu"lmzmmaua AV

o
o o A

FadlnINaTIANL Ium”u@auﬁﬁwﬁuma;ﬁﬁ' tlaRadaIn Tl utinaauitaa

“IieuAu code lwi5asnut/aaansinatiavnusaslnisg g tinlnias”

SutwauaUwaLATU szuuasavaaudIau s:uudamsiwa
12 14 12
11 13 11
10 10 1 12 12 10 10
10 10
10
8 8
8
6 L]
6
4 4
4
2 2 2
0 0 L
ChatGPT Gemini Claude ChatGPT Gemini Claude ChatGPT Gemini Claude
. High Medium Low Information

=1 o & < A
ATNN 4-3 MANIRIWINIIRLLAVATIN 2

o dl 1 a ot ~ 1 1A dl
AMERRINTELARTBLN 2 o luwadnRaguwiuiwanuin il ndfouudas
a ‘;’ ) Itﬂl Led 1 =) s 1 U Qs 1 a =
\iadw daalninnuiaadinariney wazdiasldlasunisudlela g duluwadndiagu
JTUUATIIROLAIABLAZIZULIANTING TadlniTeal High Severity 5% SQL Injection
WAz Persistent Cross-Site Scripting (XSS) la3unisun luunigiuluszuuaad ChatGPT
1 o 1 = B g b 1A 1 L a l&l
w8z Claude wdgsnsnuyniainaralu Gemini wanani gawuindgeslniludiiedn
\T1 CSP: Wildcard Directive lulawRiatuaad ChatGPT wazun9tadluiannmsauwny
JauuINginInadniaay Smibteslnindanuinousigiang SQL Injection 1 WU
A A v A & v o & = a
nniasasiiamunsauilyldifeuninue oniuszuudanslwduas Gemini Gidinidtes
Indfoussdanariniesy lasgaslnifineanudwan Content Security Policy (CSP)
Header, Server Leaks Information Maaiasasiladinsnuilymitter drudynizasing

LN82T89NL Cookie No HttpOnly Flag Laz Cookie without SameSite Attribute La38948

Gemini mmmﬁ'@mnm""lm"ﬁaﬂmﬁvl,@i”dﬁq@ @”aﬁuam‘l,ugﬂmwﬁ 4-3
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v
1 o

4.3 Ba9lRINNURAIIINALNWASIN 3

2
=

nIsunuzaslninien 3 #gaanlarinnass prompt lfurinIaslia Generative Al
lagazu9T 8821880209789 lRI619 9ANLLIBINNNNTRUAKLBITALN 2 tNalAudaz

1w3a9ia lavinn1sunly Code AnATanits I@Uﬁwaﬁ'wf@ﬁgﬂmwﬁ 4-4

Buwwauauwaladu s:uuasIAUAIOU ssuudamsiwa

10
20 14 10

12

15 8
15

12
1 6

10 ’

o o
ChatGPT Gemini Claude ChatGPT Gemini Claude ChatGPT Gemini Claude

W High Medium Low Information

[
a

P o € A
AINN 4-4 DMINNIRNTNTIRLNUAIIN 3

(7
o

Tuszuu 3o UNALATWILLNINUAN Al NIENNRINITDLA MTas v laudraslng

\@81@a Absence of Anti-CSRF Tokens 8nndtiddtadlniszaut unaid (Medium) fivhia

& Y ) P e a 4 : ‘
Jualusiaas I@El ChatGPT ﬁ%aﬂmsmuﬁm@l%wumgaq@ﬁa 4 "HE]GI‘WJ LR

Yagsinazadlnilnannwuazidusedlnitszinn Content Security Policy (CSP) wanauiia

TUEIUITEUUATIIRIUAIABLAZIZLLIANT INBHaaNTUBILATa I Al 811150
faazeslniszay High Severity lananua wddinaniateilniszay Medium agnany
ensnkiznnsaniea bl ety geslnidiwan Content Security Policy (CSP) Was
Cookie Security uazzaslninagluszaudi (Low) Agnuilaaudwininiaiasss azd

A A v \ ' o @ .
asndaf limusaudlyldfaningaslninmaialwatoyadaguas Server (Server Leaks
, . a4 '
Information) ez X-Content-Type-Option Header Missing 4 Y13 3 WwIddlarunTaunn la
\ ' v a o & & A A o ) A A
Ta3lniang glalnalfesns Svlagsunisnuialaddamuninansiwiusedlniniaang

AUATIUAI LA A9 LLamlugﬂmwﬁ 4-4
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4.4 uanzuwnilsziinraslni
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ﬁﬁl HUINARWTUDINITRUNWTIIRIATIN 3 TUALABAITAIWI LN DRIAI AL LA
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LaZNNUTHUNSY UIENTAIN 2aINIRNULATDINDNTEINIAN TN

ChatGPT Si5 ChatGPT
Gemini
Gemini 24
Claude
Claude 34

ANN 4-5 NAAZLULLREIALATaINa Al U MTadlng

NWA 4-5 LLamNaiaumuuumawaﬂ%iﬁﬁ'ﬁmmﬁaag}iluu@iazm%aaﬁa WUIN
Claude Lﬂum%aaﬁaﬁﬂ'ﬁﬂaﬁ‘*ﬁaﬂmmamﬁamﬂﬁq@ I@mﬁﬂzuuuagﬁ 34 AzUuB
789894108 ChatGPT %aﬁﬂmuuagﬁ' 33 AzuUL LRAIMALANIN Claude wae ChatGPT &
anusansalunmsutlagaslniluseauilngianenn luwmes Gemini ﬁﬂ‘:LL%%@’i’]ﬁg@
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w3n Fadun1tdszidnalnuinatdasansvadlaaaaanngiislas Al lag'laiinag
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ﬂsuﬂ;uwm@m ANIRUNUIDUNFDI T3k Al ﬂmﬂ;amummwumﬂaa@nsﬂmvluﬁmi
N . A A o g i
i:qmaﬂmuuumwmmzﬁm LAY NIRLNWIAUNEIN Tatduni13lw Al unlutaslnians

NN IRWNUIDUNDUREN

WNANIIRLNWIBLLIN wuiﬂizuuﬁa%aifuﬁﬁaﬂmﬁ%ﬁﬂ”ﬁg%mzmﬂmi lagianne
ﬁaaimﬁlmmsagﬂlﬂuﬂﬁiwﬁﬁuLLaﬂwﬁLﬂfu V% SQL Injection (SQLi), Cross-Site
Scripting (XSS), Cross-Site Request Forgery (CSRF), Parameter Tampering W uaw
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Attribute
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HTTP Response Header
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Strict-Transport-Security
Header Not Set
X-Content-Type-Options
Header Missing
Authentication Request
Identified

GET for POST

Re-examine Cache-control
Directives

Session Management
Response Identified

User Agent Fuzzer
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5 CSP: script-src unsafe-inline A05 693
6 CSP: style-src unsafe-inline A05 693
7 Content Security Policy A05 693 v v
(CSP) Header Not Set
8 Missing Anti-clickjacking A05 1021
Header
9 Parameter Tampering A04 472 v
10 Cookie No HttpOnly Flag A05 1004
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12 Cookie without SameSite A01 1275
Attribute
13 Server Leaks Information via A01 200 v v
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Response Header Field(s)
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Header Not Set
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User Agent Fuzzer

User Controllable HTML
Element Attribute (Potential
XSS)
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Cross Site Scripting
(Persistent)

SQL Injection - MySQL

OWASP

A05

A05

A05

A04

OWASP CWE

AO03

CWE

200

319

693

16

525

89

‘ ChatGP

ChatGPT

‘ Gemini

Q
Q

Gemini

C S

‘ Claude

¢ s

Claude

45



A19199 N-7 (A1)

A0 en1IBaIlnI

10

11

12

13

14

Absence of Anti-CSRF
Tokens

Application Error Disclosure

Content Security Policy
(CSP) Header Not Set

Missing Anti-clickjacking

Header

Parameter Tampering

Big Redirect Detected
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User Agent Fuzzer
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Cross Site Scripting
(Persistent)

SQL Injection - MySQL

Absence of Anti-CSRF
Tokens

Application Error Disclosure

CSP: Wildcard Directive

Content Security Policy
(CSP) Header Not Set
Missing Anti-clickjacking
Header

Parameter Tampering

Big Redirect Detected
(Potential Sensitive
Information Leak)

Cookie No HttpOnly Flag
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Cookie without SameSite
Attribute
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"X-Powered-By" HTTP
Response Header Field(s)
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HTTP Response Header
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Element Attribute (Potential
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